OPNAVINST 5430.48E

DRAFT


SPECIAL ASSISTANT FOR NAVAL INVESTIGATIVE MATTERS AND SECURITY

N09N

Mission:  To serve as the principal advisor to CNO on policy and resource matters related to DON naval investigations, law enforcement, and security programs including physical security, personnel security, technical security, information security, and industrial security
.

Summary of Organization

N09N1
Assistant for Naval Security


N09N2
Assistant for Information and Personnel Security


N09N3
Assistant for Law Enforcement and Physical Security

Functions:

1.  N09N is additional duty for Director, Naval Criminal Investigative Service.

2.  Directs multi-disciplinary security program; formulates and issues policy guidance for assigned programs, and provides for the effective evaluation of program execution.

3.  Presents and justifies requirements and supporting budgets for assigned programs.

4.  Represents DON on appropriate national and DoD boards, committees, and working groups; represents CNO in departmental reviews of assigned programs.

5.  Approves, in coordination with CMC, all security tasks and mobilization requirements for Marine Corps Security Force Barracks and Detachments, ashore and afloat.

6.  Assists N09G in the inspection, analysis and oversight of industrial, information, personnel, physical and technical security, and law enforcement programs of Navy activities.

7.  Manages the DON Compromising Emanations (TEMPEST) and Technical Surveillance Countermeasures (TSCM) programs.

8.  Serves as the OPNAV focal point for Navy Port Security Program.

9.  Serves as the Navy program sponsor for antiterrorism, physical security and law enforcement, criminal and security investigations, and personnel, information and industrial security programs.  Defines Physical Security Equipment (PSE) requirements.  Oversees and coordinates the Navy PSE Research, Development, Test and Evaluation Program; ensures equipment and systems deployed/installed are supportable.  (All codes)

10.  Provides policy and guidance for operation of the Navy's Central Adjudication Facility (CAF) for collateral (non-sensitive compartmented information (SCI)) clearances and manages the Department of the Navy Security Clearance Program.  (N09N, N09N2)

11.  Formulates basic policy guidance for Navy physical security programs ashore and afloat; develops and maintains Navy Training Plan for security personnel, oversees security training programs Navy-wide and conducts training via mobile training teams; establishes procedures for implementation and inspection of security programs and provides the DON representative to the DoD Physical Security Review Board.  (N09N1)

12.  Serves as the principal advisor to CNO/VCNO and formulates policy on matters relating to the physical security of nuclear, sensitive and conventional weapons, ordnance, and explosives.   (N09N1, N09N3)

13.  Develops and administers Information and Personnel Security Program to include issuance of DoD information security, personnel security, industrial security, and technical security policy within the Department of the Navy.  (N09N2)

 

14.  Provides policy guidance for the Nuclear Weapons Personnel Reliability Program and assists N1 in assuring the reliability of personnel assigned to duties involving nuclear weapons.  (N09N2)

15.  Directs the DON Security Awareness and Education Program.  (N09N2)

 

16.  Provides policy and guidance for classification management, classification guides, prepublication security review, security review/declassification, congressional review, and NATO security.  (N09N2)

17.  Manages the DON program for compromises/security violations evaluation, investigative support and damage assessment/prosecution support.  (N09N2)

18.  Processes all Limited Access Authorizations for foreign nationals requiring access to DON information.  (N09N2)

19.  Supports the National Foreign Disclosure Policy Committee (NDPC) by providing security specialists to augment survey teams.  (N09N2)

20.  Develops antiterrorism policy, procedures, doctrine and tactics; provides program implementing guidance and reviews and evaluates the Navy Combatting Terrorism Program.  (N09N3)

21.  Provides policy, procedural guidance, and coordinating action for planning and implementing the Navy's small arms and qualification program.  (N09N3)

22.  Serves as primary and technical advisor to the Master-at-Arms rating by providing recommendations concerning technical aspects of the rating, Navy Enlisted Classifi​cation codes (NECs), training requirements, and changes to the rating occupational standards.  (N09N3)

23.  Validates antiterrorism and physical security requirements and develops physical security Baseline Assessment Memorandum (BAM).  Included is responsibility as collateral sponsor for physical security aspects of the Base Operating Support and Military Construction BAMs.  (N09N3)

24.  Develops eligibility criteria for personnel in the law enforcement and physical security fields.  (N09N3)
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