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COMNAVNETOPSCOM INSTRUCTION 5400.1

Subj:  NAVY AND MARINE CORPS INTRANET (NMCI) PERSONAL DIGITAL

       ASSISTANTS (PDA)/WIRELESS POLICY


Ref:   (a) DOD Directive 5400.7, “DOD Privacy FOIA Program,” 29 Sep 97

       (b) DOD 5400.11-R, “DOD Privacy Program,” Aug 83 

       (c) DIRNSA 171857ZJAN01

       (d) National Security Agency Advisory IAA-001-01, “Personal

           Electronic Devices Security Guidance,” 16 Jan 01

       (e) CNO Washington, DC 272200ZAPR01

       (f) CMC Washington, DC 221200ZAUG01 

Encl:  (1) Draft Personal Data Assistant Accountability Template

1.  PRIVATE
Purpose.  This document establishes Navy Marine Corps Intranet (NMCI) policy on the use of Personal Digital Assistants (PDA) pursuant to references (a) through (e) for Navy commands on NMCI. A list of approved NMCI PDAs and PDA operating systems (OS) to connect to the NMCI network will be produced and maintained by the NMCI Designated Approval Authority (DAA) and updated via notice and at http://www.nnoc.navy.mil.  PDAs not included in the listing are by omission excluded from connection to the NMCI network. Approval to add PDA’s to the authorized list must be obtained through the NMCI certification and accreditation process.  This policy will be updated commensurate with emerging PDA technology.  Marine Corps PDA Policy is contained in reference (f).

2.  Background.  A common integrated network in support of Naval Operations must recognize the requirement of its users to be mobile and use the available technology to meet computing needs.  PDAs are rapidly gaining in popularity and usage within the Navy/Marine Corps and will be available for use on NMCI.  PDA’s allow users to have ready access to both administrative and tactically important information from e-mail, documents, schedules, tasking, contact information, and many other forms of data to support the day-to-day operations of naval members in carrying out their duties. The capabilities of these devices, both unclassified and classified present an opportunity for use of improved technology while at the same time challenging our ability to secure and protect the sensitive and/or classified information that the PDA may be used to exchange.  Additionally, use of PDAs obtained under the NMCI contract with other officially obtained PDAs must be considered and therefore a common policy for all government use PDA’s is necessary.  


3.  Scope.  The Navy PDA policy, reference (e), gives authority to Local DAA’s to determine requirements for the use of PDAs.  PDAs are being provided at accession points to many naval personnel as an 
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administrative tool.  These PDAs must be recognized by DAA’s and incorporated into operational networks in order to meet the intended purpose and applies to all PDAs operating on NMCI.  It does not apply to those devices that only have the ability to receive commercial radio frequency (RF) broadcasts or that only play prerecorded media.  The term NMCI PDA refers to all PDAs authorized to connect to NMCI (legacy and obtained via CLIN).  This policy is effective immediately.  This policy partners with the Marine Corps guidance contained in reference (f).

 
4.  Discussion.  State of the art PDAs and increasingly have wireless 
telecommunications capabilities. (Offer tremendous advantages for 
government users).  The technology associated with PDAs is; however, 
advancing at such a rapid pace that knowledge of related vulnerabilities is frequently insufficient or inadequately disseminated.  As always, a balance between security and functionality is required in order to maximize the benefits derived from PDAs while preserving the ability to conduct secure discussions, meetings, and communications. 

    a.  The introduction or use of NMCI PDAs in areas where classified information may be discussed or processed should be carefully managed and controlled. In order to increase functionality and user convenience, today's PDAs may include built-in features such as infrared (IR), (RF), and telephone modem communications capabilities.  When combined with the expanded memory and processing capability of current PDA’s, these features allow easy connectivity between a PDA and other devices and create new avenues for potential attacks.  Attempts to temporarily disable these features are not considered to be solutions and, in some cases, may even increase risk from the associated vulnerabilities. 

    b.  The following areas also cause familiar security concerns in PDAs and need to be recognized and handled consistent with existing security policies and procedures:

 
        (1) Removable storage media.  Many newer devices use removable storage media of considerable capacity in either solid-state (e.g., flash memory) or miniature versions of common storage exemplified by IBM’s 1 GB “Micro drive” technology.  Any security issues associated with floppy diskettes in present technology are also exhibited in the PDA arena with removable storage.  PDA storage devices are much smaller and easier to conceal than floppy diskettes.

        (2) Removable peripheral/expansion devices (e.g. smart card devices).  Many expansion cards in this category have independent processing capability from the host equipment and therefore may create vulnerabilities even where none are present in the host unit.
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        (3) Audio recording capability.  Vulnerabilities from this capability should be well understood and appreciated. 

        (4) Ease of upgrade and availability of an extensive library of programs have allowed users to have access to software features such as OS extensions, utilities, and built-in features which may introduce vulnerabilities into the network.  

        (5) Non-NMCI external devices such as external modems, IR hubs, or IR text scanners present a security risk due to the uncontrolled nature of the pathways opened into and out of the network. 

        (6) Techniques exist that permit an adversary to capture what is displayed on the PDA screen from greater than expected distances presenting a risk to exposure of sensitive government data. 

        (7) Empty PDA cradles, when attached to a users NMCI PC, can be used to clone a NMCI PDA.  Care should be taken to log off the NMCI seat when not in use.

    c.  Appropriate physical security guidelines and procedures for the use of PDAs are of paramount importance.  The risk of compromising classified or sensitive information, resulting from a person losing their PDA to an adversary, is high.  When NMCI PDAs are permitted within secure spaces, an enormous amount of trust is placed on the user to provide physical security for the device. A PDA shall only be used in the network and within the environment for which it is configured and intended.


5.  Policy.  The use of PDAs within the NMCI will be in accordance with the following:

    a.  E-Mail: E-mail will be subject to provisions in references (a) and (b).  This policy prohibits the use of commercial E-mail services for the storage or transfer of official SBU (Sensitive But Unclassified) E-mail or data files.   Auto forwarding of unencrypted official e-mail to or from a commercial Internet Service Provider (ISP) or account to an official government or NMCI obtained wireless device is strictly prohibited.  Wireless E-mail service for devices (e.g. Blackberry) is authorized as long as the E-mail re-directing server is contained within the NMCI or other government domain, and end-to-end encryption such as 3-DES is utilized.

    b.  Classified spaces.  PDA’s introduce a high level of risk to classified networks and information. Great care must be taken in the use of PDAs in vaults, secure rooms or other areas where the primary type of data being processed, stored or discussed is classified in accordance with reference (d).  Therefore PDAs will be restricted from 
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areas where U.S. government protected information is processed or discussed, except when authorized/approved by senior cognizant

authority, as defined by reference (e).  Possession of a PDA in secure spaces must be declared in advance to the command visited.

    c.  Classified PDAs: In some cases, a command may consider it prudent to have certain PDA’s configured for use on a secure network.     PDA’s installed on classified networks shall be protected at the highest level of the network on which installed.  PDAs used on classified networks shall be conspicuously marked with labels indicating the classification of the PDA.  Classified PDA’s should only be used with specialty programs developed for a specific classified purpose.  Decisions to use PDAs on classified networks shall be approved by Echelon 2 or higher as essential for conduct of operations and inventoried and reported annually.  A statement of accountability and responsibility shall be signed by users of classified PDAs and retained by the command security manager.  Content retained on classified PDAs shall be considered the equivalent of classified working papers and shall be reviewed and purged of unessential information by the user at least monthly.  Classified PDA’s will be retained by original command upon transfer of the user.  PDA data will be forwarded with user account data.  If a classified PDA is required to be transferred to the gaining command the transfer will be conducted IAW established procedures for classified equipment.  The classified PDA transfer process may require the data to be stored with user account data and extracted at the gaining command for further transfer to another classified PDA. 

    d.  Unclassified spaces.  The use of PDAs in unclassified spaces offers tremendous benefits to operations but care must be taken to ensure appropriate safeguards are established to properly protect Sensitive But Unclassified (SBU) information and systems. Therefore:


        (1) Introduction and use of PDAs in locations where SBU information is stored, processed or discussed is authorized when approved by the Local DAA. Use of RF capable PDA’s in government offices and buildings shall be at the discretion of the Local DAA.  Visitors must declare possession of a PDA in advance or it may be confiscated.

        (2) Users may transmit information only between NMCI and trusted government PDA devices and networks except when such transmission may result in a compromise of the transferred information. Refer to reference d.

        (3) If equipped, audio and video recording devices must not be utilized in these locations.
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        (4) Users should not display sensitive data on their NMCI or government PDA when in the vicinity of untrusted parties or facilities.

 
    e.  PDA to NMCI network connection.


        (1) PDAs will only be connected to unclassified NMCI network and accredited government trusted networks approved by the NMCI DAA.

        (2) Only government and NMCI owned and issued PDAs that have been certified and accredited are authorized to connect to NMCI.  Any PDAs not specifically mentioned in this policy are not authorized to connect to NMCI.  PDA connections include any means by which a PDA is capable of connecting to NMCI.

        (3) A PDA (non-wireless) not purchased under NMCI can be connected to a NMCI seat in accordance with Service Level Agreements and contract negotiated CLIN’s supporting these connections, if it does not deviate from security requirements, and does not require reconfiguration of the NMCI seat.  

        (4) Wireless PDA’s may be authorized for use in NMCI by CLIN on the contract or as a legacy application.  As stated above, the architecture to support wireless PDAs may not rely on commercial ISPs for data delivery unless contained within the NMCI architecture design. Usage requirements must be addressed as part of the site certification and accreditation process.  The NMCI DAA will provide approval for the wireless legacy PDA usage.  DoD policy stipulates that all Navy information and resources shall be appropriately safeguarded at all times to support defense-in-depth across Navy and and DoD.  Safeguards shall be applied such that information and resources maintain the appropriate level of confidentiality, integrity, availability, authentication, and non-repudication based upon mission criticality, level of required information assurance and classification or sensitivity level of information entered, processed, stored, or transmitted.  Therefore restricting use of commercial server based vendor products for official e-mail services. 

        (5) Use of PDA modems while the PDA is connected to a networked computer is not authorized.  The establishment of any other type of "backdoor" to NMCI is not authorized.

        (6) To prevent the proliferation of trojan horse programs and computer viruses, NMCI PDAs will not be connected at any time to
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personally owned computer equipment (i.e. 'hotdocking' between personal home PCs and non-NMCI government computers).

        (7) Other guidelines for PDA use;

            - The beam function on the PDA receive should be set to off, not defaulted to receive. 

            - The Auto-Shutoff should be set, so that the PDA will auto shutoff when not in use.  This protects information from loss due to battery loss, corruption, and people walking by and viewing while the PDA is unattended. 

            - The password option (if available with the PDA) should be used and set so when the PDA is shut off and/or locked, a password is needed upon restart. 

            - PDA’s connected to a NMCI computer will use anti-virus software.. 

             -  NMCI users shall be not physically alter any PDA’s in an attempt to achieve security goals.    

    f.  Software.  Only NMCI certified and accredited software is authorized for use on NMCI PDAs.  Requests for additional software to be used with NMCI PDAs should be submitted via the current process for approving use of “Legacy” software applications on the network.  Software may only be installed from an NMCI computer.  Claimants may desire to establish legacy data servers for specific PDA application or data refresh within the NMCI architecture.  Establishment of these servers shall be accomplished using the legacy application certification process.


    g.  Stored information.  Users must expect that any information stored on a PDA will be subject to exposure, therefore:

        (1) Only unclassified information not requiring protection may be entered, processed, stored, or transmitted on unclassified PDAs.


        (2) Passwords, combinations, pins and other forms of user identification used for network access shall not be saved onto a PDA.


        (3) Data exchange via the Infrared (IR) port should be limited to other NMCI and trusted government devices.

        (4) Information stored on PDAs used on classified networks shall be treated as classified working papers and reviewed and purged 

6

COMNAVNETOPSCOMINST 5400.1

regularly, but at a minimum on a monthly basis.

 
    h.  Removable storage media, peripheral and expansion devices.


        (1) Removable media will be handled according to existing policies and procedures for document handling including marking and storage.

        (2) Only certified and accredited removable peripheral/ expansion devices issued with the PDA for NMCI use is authorized.

        (3) Non-NMCI external devices such as external modems, IR hubs, or IR text scanners are prohibited

    i.  PDA accountability.  NMCI PDA accountability is a command responsibility.  NMCI PDA’s should be treated as managed asset in order to protect government information accessed.  Personnel transferring to another command should obtain agreement, if desired, in advance of transfer for gaining command to accept responsibility for the NMCI PDA CLIN costs.  This will allow use of PDA and information during transfer and greater continuity.  If not, the PDA will be retained locally and returned into NMCI inventory.  A sample accountability template is provided at enclosure (1).

     
6. Fast moving information technology requires careful attention to ensure the integrity of NMCI.  Additional guidance and direction for the safe use of PDAs will be published as necessary to ensure the integrity, availability, and confidentiality of NMCI. 


  


   

R. N. WHITKOP
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