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SECTION 1

1 INTRODUCTION

1.1 SCOPE


This Information System Security Plan (ISSP) addresses Automated Information Systems (AIS) security policies and measures to be implemented with respect to the Department of the Navy Headquarters Network (DNHN).  The plan describes organizational duties and responsibilities for the DNHN and establishes Standard Security Operations Procedures for the DNHN. This plan applies only to DNHN resources managed by the Department of the Navy Information Program office (DON INPO), including personnel involved in application development and contractors providing technical and engineering support.  This plan is not intended to override existing SECNAV, OPNAV, or other applicable regulations and instructions on safeguarding information.

1.2 MISSION


The DNHN is a Metropolitan Area Network (MAN) existing in the Washington, DC area consisting of interconnected systems providing connectivity to classified and unclassified Local Area Networks (LAN).  The classified and unclassified LANs do not interface except for the transmission and receipt of unclassified electronic mail (e-mail) through the Secure Network Server (SNS) Standard Mail Guard (SMG).  The DNHN supports the Navy Secretariat and Staff Offices (NS&SO), Chief of Naval Operations (CNO) Staff, and elements of the Commandant of the Marine Corps (CMC) Staff.  The mission of DNHN is to consolidate all automated support for programming, operations, maintenance functions, and to provide standard office automation functions such as communication, e-mail, word processing, and other related features to the above mentioned organizations.

1.3 SYSTEM DESCRIPTION

The DNHN is a network of two (2) segments; one (1) unclassified segment and one (1) classified.  The classified and unclassified networks consist of computer file servers and user workstations based on the INTEL Pentium architecture. The Network Infrastructure detailed design consist of integrated high speed, high volume ATM services for inter-site connectivity, with a Fast Ethernet/Ethernet topology for local backbones to support high bandwidth applications, provide easy fault identification and isolation, and the most flexibility in terms of growth and relocation of equipment.  Fiber optic cable is used for the ATM backbone, with Category 5 unshielded twisted pair used for the Fast Ethernet /Ethernet backbone and cable drops to the users.


The ATM/Fast Ethernet/Ethernet backbone architecture is a high-performance, three-tier network architecture design.  Tier one consist of Catalyst 5500 Apex ATM connectivity for geographically dispersed DNHN user communities including but not limited to Presidential Towers, Pentagon, Washington Navy Yard, Navy Annex, Naval Observatory, etc.).  Future expansion will include the Navy Security Station, Nebraska Avenue.   Tier two consists of equipment room components that provide 100 Mb/sec connectivity to servers, hubs and high-end desktops users.  Tier three provide connectivity for workgroup hubs and "standard users" who require up to 10 Mb/sec to the desktop in order to utilize the normal range of E-mail, word processing, graphics and spreadsheet applications.    The network utilizes VLAN technology based on a geographical design.

1.3.1  Classified System 

The DNHN classified segment is a Collapsed Switched Network (CSN) comprised of an inner and outer router that supports various local and remote users.  The CSN is mainly housed in the Pentagon and connected to multiple equipment centers.  It consists of routers, switches, and hubs providing connectivity via fiber optic cable to file servers, various resource servers, and finally, to the end users office spaces.  See Figure 1-1, DNHN Classified Segment.

The classified system provides connectivity to various Navy user groups.  Local users within the Pentagon are supported by routers, hubs, and fiber optic cable that provide network access to their workstations.  Remote resource routers at the Presidential Towers building and the Navy Yard are connected via an ATM network over encrypted DS3 
transmission lines.  The Navy Annex and the Naval Observatory are connected directly to the DNHN “inner” router via encrypted T1 lines respectively.

External connectivity is provided by a connection from the inner router to an “outer” router and is isolated via a firewall.  The outer router provides access to Navy resources at Atlantic Fleet, NAVFAC, NAVORD, GCCS, and OSS organizations.  It also provides connectivity to the Secret Internet Protocol Router Network (SIPRNET).  In addition, the DNHN supports classified dial in access (Appendix H) over STU III protected circuits and can receive unclassified mail via the trusted SMG.

Figure 1-1

DNHN Classified Segment
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1.3.2 Unclassified System 

The DNHN unclassified segment is a 100Mbs full duplex fast Ethernet backbone, Token Ring network with an inner and outer router and a mixture of UTP and Fiber Optic distribution cable.  It supports file servers in the Pentagon and at several remote sites such as the Navy Yard and Presidential Towers via OC3 transmission.  Some other remote sites are connected to the DNHN via T1 lines or Bell Atlantic’s FNS service at 10 Mbps creating a wide area network (WAN).  See Figure 1-2, DNHN Unclassified Segment.

The Wan consists of several LANs.  They are, OPNAV N4 (VLAN 400), SECNAV/HQMC (VLAN 500), Metro Area External Internet Services WWW/FTP (VLAN 800 AND VLAN 850), VLAN 901 AND VLAN 902. All of these LANs except VLAN 850 are connected to the DNHN unclassified inner router.  VLAN 850 and the Pentagon Intranet (PINT) are connected to the unclassified outer router.

As with the classified segment, the unclassified segment’s outer router is isolated from the inner router by a firewall.  Other connections to the outer router include components of NAVAIR, SECNAV, and components of HQMC at the Navy Annex, Crystal Plaza 5 and Crystal Park 6.

External connections through the outer router are to the National Capital Region Network (NCRN), and to NCI/INTERNET.  Also, a Remote dial in capability (Appendix H) is provided through the VLAN 800.

Figure 1-2

DNHN Unclassified Segment
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1.4 DATA PROCESSED


The kinds of data to be processed include coded values and translation tables, numeric values, control totals, text, graphic representations, electronic mail, and word processing.  The data processed by the DNHN systems include a mix of Unclassified but Sensitive, Confidential and Secret data.  The classified system operates in the system high Secret mode as defined in OPNAVINST 5239.1B.  No data processed will be at any higher level of classification.  Currently, the DNHN Classified segment is supported by an operating system meeting the criteria for a class C2 Trusted Computer Base (TCB) as defined in DOD 5200.28-STD.  

The Unclassified segment of the DNHN processes unclassified and unclassified but sensitive (SBU) data. 


SECTION 2

2 POLICY STATEMENTS

2.1 DIRECTOR'S POLICY STATEMENT

Security of the DNHN equipment, communications systems and networks, data lines, operating system software, applications software, type of system data, and documents is the responsibility of all assigned personnel.  While the concept of "need-to-know" is basic to our security protection requirements, this also means that personnel must be given access to all of the information necessary for the performance of their assigned duties.  It is the responsibility of the Information System Security Officer (ISSO) to assess, within each functional organization, the access requirements of each individual to the hardware, software, telecommunications capabilities, and type of system data and information needed.

2.2 PURPOSE OF DNHN INFORMATION SYSTEM SECURITY PLAN

The purpose of this document is to establish an ISSP for the DNHN and to implement existing Department of Defense (DOD) and Department of Navy (DON) Information System security (INFOSEC) requirements.  The plan will serve as a management tool to control the Information Technology (IT) operational security environment for the DNHN.

2.3  OBJECTIVES OF DNHN INFORMATION SYSTEMS SECURITY PLAN 


The objectives of this ISSP are as follows:

a. Provide guidance for DNHN INFOSEC commensurate with 

DNHN data sensitivity and mission criticality.

b. Provide realistic procedures to ensure that data handled by 

DNHN users are adequately protected against accidental or intentional destruction, modification, or disclosure and that users are protected against denial of service resulting from events such as fraud, espionage, sabotage, malicious acts, natural hazards, or fire.

c. Allocate responsibilities within AAUSN and DON INPO for 

accomplishing security surveys, risk assessments, accreditation documentation, and final DNHN certification and accreditation.

d. Plan for maintaining an effective and cost-effective 

Information System security posture when interfacing with other systems.

2.4 SECURITY POLICIES


Computer security consists of the technical and procedural measures taken to ensure that an acceptable level of protection for Automated Information Systems (AIS), networks and other computer resources exists.  To ensure adequate level of protection exists, the following AIS security policies are established for the DNHN:

a. All existing relevant policies set forth in OPNAVINST 5239.1B, 

OPNAVINST 5510.36, SECNAVINST 5239.3,SECNAVINST 5211.5C and SECNAVINST 5720.42E.

b. All DNHN IT resources must meet applicable TEMPEST requirements.

c. Resources will not be connected to the network until appropriate physical, 

procedural and technical steps have been taken to assess the impact of risk(s) and applicable safeguards.

d. Non-secure modems will not be permitted to connect to the classified DNHN.

e. No individual shall be allowed to use the DNHN IT resources unless the 

following conditions have been met:

(1) The individual must have a level of security clearance relative to the 

DNHN segment being accessed.  At a minimum, a Secret security clearance is required for access to the DNHN Classified segment.

(2) The individual has demonstrated a "need-to-know" which leads to access 

required to certain devices or data.

(3) The individual has received appropriate training in system capabilities.

(4) The individual has been indoctrinated in DNHN Security Procedures.

f. A Risk Assessment will be conducted IAW OPNAVINST 5239.1B.

g. An access warning will be displayed on all terminals and personal computers 

before connectivity is granted to DNHN resources.

h. This plan, including Security Standard Operations Procedures (SSOP) will be 

provided to all DNHN users.

2.5 PERSONAL COMPUTERS AND SOFTWARE


Privately owned personal computers (PCs), lap top/notebook personal computers, and non-secure modems will not be connected to the classified portion of the DNHN.  The use of privately owned and/or non-approved software on the DNHN is not permitted. The use of privately owned PC's and software to process DON data apart from DNHN is acceptable as long as written authorization (Figure C-1) to do so is received from the users organization, approved by DON INPO, and the Designated Approving Authority (DAA).  This authorization will be granted only on a case by case basis.  Under no condition will a privately owned PC or software package be used to process classified data.  Appendix C provides the policies and guidance for PCs that will be used on the DNHN.    

2.6 SOFTWARE LICENSING


Software licensing agreements will be adhered to for copyrighted software used by DNHN.  License agreements specify the copyright conditions for the software.  These agreements also define the number of copies to be made by the purchaser of the software package.  The violator of the copyright and license agreements will be held liable in accordance with public law and NAVSO P-5239-29.

2.7 SECURITY VIOLATIONS


The policies established by this plan apply to all activity personnel, terminal users and contractors using the DNHN.  These individuals will comply with all applicable Department Of Navy directives. In accordance to Naval message 251130Z Oct 95 all security violations, incidents, and problems shall be reported to the ISSO within 3 working days.  


SECTION 3

3 ORGANIZATION AND ASSIGNMENT OF RESPONSIBILITIES AND DUTIES

3.1 GENERAL


Security, including AIS security, is a command responsibility.  The responsibility for implementing the DNHN security program rests with the IS security staff established for DNHN and with similar staffs established for other AIS’ which may interface with the DNHN.  The wide‑ranging impact of remote and local area networks, which may include PCs, necessitates a clear delineation of AIS security duties and responsibilities at all levels of the command.

3.2 MANAGEMENT ORGANIZATION


The management organization described under this heading pertains to the IT system resource environment that is a part of DNHN.  It does not pertain to the functional management of activities using DNHN resources.

3.2.1 DNHN 


The DNHN has been established that consist of many departmental systems and organizations, an Executive Oversight Committee (EOC) that include of the following: OPNAV CIO, the DON CIO, the Assistant for Administration Under Secretary of Navy, the Assistant Director of Operation Resources, and the Director of Administration Resources Management (USMC).  Also, a Requirements Review Board and User Working Groups have been established to address information management concerns that are common across multiple systems.  The DNHN provides as a minimum the following objectives:

a. Appropriate interfaces are established among component systems and with 

systems outside the scope  of the DNHN.

b. Data can be shared among component systems as required.

c. Support efforts directed for common configuration items.

d. Application software systems that satisfy a particular functional requirement 

may not be redundant with other systems within the scope of the DNHN.

e. Policies established by the EOC, DON, and DOD are adhered to.

f. The EOC is advised of issues that cannot be resolved at the Requirements 

Board level.

3.2.2 Management Staff 

The management staff of the DNHN is as follows: 

a. Designated Approving Authority (DAA): Assistant for Administration, Under 

Secretary of the Navy 
(AAUSN).

b. Information Systems Security Manager (ISSM): Dir, ADP Resources 

Division/AAUSN.

c. Network Security Officer (NSO): Security Officer, DON INPO.

d. Functional Manager: Commanding Officer, DON INPO.

e. Planning and Budget Manager: Commanding Officer, DON INPO.

f. Project:  Commanding Officer, DON INPO. 

g. System Managers: Commanding Officer, DON INPO.

h. Operations Manager: DON INPO.

i. Telecommunications Manager: DON INPO. 

3.3 DUTIES OF DNHN SECURITY STAFF

3.3.1 Designated Approving Authority (DAA) 

The DAA as defined by OPNAVINST 5239.1A, is responsible for issuing a letter of accreditation and/or interim authority to operate each AIS under his or her jurisdiction.  The DAA is responsible for ensuring compliance with the appropriate DON AIS security policies.  The DAA for the DNHN is the Assistant for Administration for the Under Secretary of the Navy (AAUSN).  Additionally, AAUSN is the director of the DNHN network and the Chairman of the EOC.

3.3.2 Information Systems Security Manager (ISSM) 

The ISSM is designated in writing by the DAA and is responsible for ensuring that all applicable provisions of SECNAVINST 5239.3 and OPNAVINST 5239.1B are implemented for all systems under his or her jurisdiction and that the appropriate security staff is assigned to implement an activity IS security program.  The ISSM for the DNHN is the Dir, ADP Resources Division/AAUSN.

3.3.3 Network Security Officer (NSO) 

The NSO is designated in writing by the ISSM and ensures that countermeasures and security requirements are included in the network design and that individual nodes of the network comply with these countermeasures and requirements prior to interfacing with the network.  The NSO will develop and promulgate the standard security procedures governing the DNHN network operations.  Additionally, the NSO will maintain a liaison with all ISSOs and ISCs in the network.  The NSO for DNHN is Security Officer, DON INPO
.

3.3.4 Information System Security Officer (ISSO) 

The ISSO is designated in writing by their respective organization and is responsible for implementing and executing an AIS security program for the systems under his or her jurisdiction consistent with policies and procedures prescribed by SECNAVINST 5239.3, OPNAVINST 5239.lA, and AIS Security Guidelines.  The ISSO will:

a. Be the focal point for all security matters for the AIS’ assigned in each 

respective organization.

b. Execute the DNHN Security Program as it applies to the assigned AIS’, 

including preparing and submitting accreditation support documentation.

c. Maintain an inventory of all AIS hardware implement system software 

releases, and major functional application systems.

d. Monitor system activity, including identification of levels and types of data 

handled by the AIS’, assignment of passwords, and review of audit trails, outputs, etc., to ensure compliance with security directives and procedures.

e. Maintain liaison with remote DNHN facilities to ensure compliance with 

security requirements and to ensure that a terminal area security officer (TASO) is designated by the serviced activity.

f. Conduct and document a risk assessment IAW with SECNAVINST 5239.3, 

policies and procedures.

g. Contribute to and implement the DNHN ISSP with regard to the assigned 

AIS’. 

h. Supervise, test, and monitor, as appropriate, changes in AIS’ affecting the 

DNHN network security posture.

i. Implement appropriate countermeasures required by directive or determined to 

be cost-effective.

j. Develop and test annually all contingency plans as specified.

3.3.5 Alternate ISSO 

If required, an alternate ISSO will assist the ISSO in the performance of designated duties and will assume the responsibilities of the ISSO in the latter's absence.

3.3.6 Terminal Area Security Officer (TASO)

For each area occupied by DNHN users, a TASO, also known as an Information Systems Coordinator (ISC), will be designated in writing by their respective organization and will assist the DNHN ISSO as follows:

a. Provide notification of the arrival of new personnel and the status of their 

security clearance.

b. Provide notification of the departure of any personnel so steps may be taken to 

disable that user's account.

c. Ensure that the DNHN configuration within the assigned areas is not 

tampered with by unauthorized personnel.

d. Provide notification of any suspicious activities or obvious AIS security 

violations observed in the assigned area.

e. Request the reset of passwords for users in their respective organization.


SECTION 4

4 AIS SECURITY ENVIRONMENT

4.1 HARDWARE


Configuration.  The DNHN is primarily implemented using hardware manufactured by Compaq, Cisco and Hewlett Packard Corporations.  This hardware consists of computer servers, personal computers, network switches, routers and printers. These systems are located within the Pentagon, and at remote sites at the Washington Navy Yard, Navy Annex, Anacostia Naval Air Station, Security Station Nebraska Ave, Crystal City and Naval Observatory.  The processors installed in the Pentagon are located in Room 1D1070.  This room is a shielded computer room, which contains XYLAN Omni ATM switches connected to Synernetics LANPlex 6012 FDDI switches that manage Compaq ProLiant and System Pro processors in the same location.  Also within the Pentagon there are Cabletron hubs supporting Level 5 UTP connections to the end user.  This compliment of equipment homed off a Cisco 7000 router, referred to as the inner router, is the Apex of the DNHN. Remote connections are described below. The Washington Navy Yard, Buildings 36 and 196, and the Presidential Towers are connected via a Fore System ASX 200BX ATM switch over dedicated encrypted lines to the Pentagon. The Navy Annex and the Naval Observatory are connected via Cisco routers through encryption devices using T1 lines. Each site houses and manages its own file servers in their respective secure spaces.  Table 4-1 contains a list of DNHN host nodes, the system type and location.  All DNHN (classified and unclassified) hardware is installed within spaces that are physically protected against intrusion.  All are secured with combination locks and are equipped with motion detectors and perimeter alarms that are monitored at all times after being activated.

In addition to the inner router, there is a Cisco 4000 outer router that is connected to the inner router via a Bastion Host firewall configuration running Gauntlet software. Connections to non-trusted sites are made through the outer router. 

There are a few untrusted servers, not included in Table 4-1, that are outside the DNHN firewall and managed by other organizations but come under the security procedure purview of DNHN. There is a cluster of unclassified Digital VAX equipment (NAVHQ1, NAVHQ2, NAVHQ3), a DEC Alfa (DBWEB), and two classified Hewlett-Packard systems (POM1 And POM2).  

Personal Computers (PCs) connected to the DNHN may have fixed or removable hard disk drives. PCs connected to the Classified DNHN that have fixed hard drives must be contained in areas that are vaulted as defined by OPNAVINST 5510.60L.  Removable hard disk drives are a requirement for workstations that are not located in vaulted spaces and connected to the DNHN. 


Encryption devices are required for equipment located outside of the Pentagon and connected to the DNHN.  Hardware connected to the DNHN from these sites is protected by the physical security measures specified by this plan and existing DOD and OPNAV instructions.  TEMPESTED equipment may be required in some locations outside of the Pentagon.

Although most of the equipment is manufactured by a variety of vendors, it is serviced under a contract between the Navy and Digital Computer Corporation.  Products from other original equipment manufacturers (OEMs) are also included in the contract.

TABLE 4-1


DNHN NODES

	DOMAIN
	NAME
	Domain Member Status
	Function
	Location

	DONHQ
	* = Future
	
	
	

	VLAN 400
	DONHQ_FS0
	PDC
	FILE/PRINT
	1D1070

	
	BOFS1
	BDC
	FILE/PRINT
	WNY 196

	
	W2FS1
	BDC
	FILE/PRINT
	1D1070

	
	WEBCACHE2
	MEMBER
	WEB
	1D1070

	
	DONHQHSM1
	MEMBER
	FILE/PRINT
	1D1070

	
	*PNTFS1
	FUTURE DC
	FILE/PRINT
	1D1070

	VLAN 500
	PNTMSG1
	MEMBER
	MESSAGING
	1D1070

	
	W3FS1
	BDC
	FILE/PRINT
	1D1070

	
	DONHQ_FS5
	MEMBER
	FILE/PRINT
	1D1070

	
	DONHQCCMC
	PDC
	CONNECTOR/ROUTER
	1D1070

	
	UNC-CCROUTE
	MEMBER
	CONNECTOR/ROUTER
	1D1070

	VLAN 800
	PTMSG1
	MEMBER
	MESSAGING
	1D1070

	
	PTFS1
	BDC
	FILE/PRINT
	1D1070

	
	PTFS2
	BDC
	FILE/PRINT
	1D1070

	
	PTFS3
	BDC
	FILE/PRINT
	1D1070

	
	*PTFS4
	FUTURE DC
	FILE/PRINT
	1D1070

	
	CIOFS1
	MEMBER
	FILE/PRINT
	PT

	
	CIOFS2
	MEMBER
	FILE/PRINT
	PT

	
	CIOFS4
	MEMBER
	FILE/PRINT
	PT

	
	NCENETMON2
	MEMBER
	FILE/PRINT
	WNY 176

	
	SPANNMAN
	MEMBER
	FILE/PRINT
	UNKNOWN

	
	LES
	MEMBER
	FILE/PRINT
	UNKNOWN

	
	DOCS_INDEX
	MEMBER
	FILE/PRINT
	UNKNOWN

	VLAN 802
	NDWMSG1
	MEMBER
	MESSAGING
	WNY 196

	 
	WNYFS1
	BDC
	FILE/PRINT
	WNY 196

	
	NAVYIGFS1
	MEMBER
	FILE/PRINT
	WNY 200

	
	NTGHOSTSRV
	MEMBER
	FILE/PRINT
	WNY 176

	
	WNYNCPBFS1
	MEMBER
	FILE/PRINT
	WNY 176

	
	WNYNCPBFS2
	MEMBER
	FILE/PRINT
	WNY 176

	
	CMSWEB
	MEMBER
	WEB
	WNY 176

	
	METRICS
	MEMBER
	WEB
	WNY 176

	
	TUTTLE
	MEMBER
	WEB
	WNY 176

	
	UNC-CCROUTE2
	MEMBER
	CONNECTOR/ROUTER
	WNY 196

	
	CMSFS1
	MEMBER
	FILE/PRINT
	WNY 176

	
	DONHQNOC2
	MEMBER
	FILE/PRINT
	WNY 176

	
	*NDWMSG2
	FUTURE MEMBER
	MESSAGING
	WNY 196

	
	*DONHQWEB1
	FUTURE MEMBER
	WEB
	WNY 176

	VLAN 805
	MEXFS1
	BDC
	FILE/PRINT
	WNY 196

	
	MEXMSG1
	MEMBER
	MESSAGING
	WNY 196

	
	NOBSYFS1
	MEMBER
	PRINT/FILE
	NAVAL OBS

	
	CP5FS1
	BDC
	PRINT/FILE
	CRYSTAL PLAZA 5

	
	*NEBFS1
	FUTURE DC
	PRINT/FILE
	NEBRASKA AVE

	
	*MEXFS2
	FUTURE DC
	PRINT/FILE
	WNY 196

	
	*DONHQSPARE
	FUTURE DC
	FILE/PRINT/MESSAGING
	WNY 196

	VLAN 5 
	DONHQRAD1
	BDC
	PRINT/FILE
	WNY 196

	DONHQMAIL
	RECOVERY
	PDC
	MESSAGING
	WNY 176

	DONHQ-CD
	DONHQCD1
	PDC
	FILE/PRINT
	1D1070

	NCIRT
	NCIRTFS1
	PDC
	FILE/PRINT
	WNY 176

	REMOTE
	REMOTEFS1
	PDC
	FILE/PRINT
	1D1070

	WEBDONHQ
	*WEBDONHQFS1
	FUTURE PDC
	WEB
	WNY 196

	OMIT
	OMIT1
	PDC
	FILE/PRINT
	KING STREET

	NAVARMS
	NAVARMS_FS3
	PDC
	FILE/PRINT
	CRYSTAL PLAZA 5

	
	NAVARMS_FS1
	BDC
	FILE/PRINT
	UNKNOWN

	
	NAVARMS_FS2
	BDC
	FILE/PRINT
	UNKNOWN

	DNS
	INTDNS
	MEMBER
	FILE/PRINT
	1D1070

	DNS
	EMH1
	MEMBER
	FILE/PRINT
	1D1070

	
	
	
	
	

	DNHN
	DNHNFS1
	PDC
	FILE/PRINT
	1D1070

	
	DNHNFS2
	BDC
	FILE/PRINT
	WNY 196

	
	DNHNFS3
	BDC
	FILE/PRINT
	1D1070

	
	DNHNFS4
	BDC
	FILE/PRINT
	WNY 196

	
	DNHNBO1
	BDC
	FILE/PRINT/MESSAGING
	1D1070

	
	DNHNCCMC1
	Mail Connector
	CONNECTOR/ROUTER
	1D1070

	
	DNHNCCMB
	Backup Mail Connector
	CONNECTOR/ROUTER
	1D1070

	
	DNHNOBS1
	BDC
	PRINT/FILE
	NAVAL OBS

	
	DNHNOBS2
	MEMBER
	PRINT/FILE
	NAVAL OBS

	
	DNHNN81
	MEMBER
	PRINT/FILE
	1D1070

	
	KNOWLEDGE
	MEMBER
	PRINT/FILE
	WNY 196

	
	DNHN_INTRSRV
	MEMBER
	WEB
	1D1070

	
	DNHNMSG1
	MEMBER
	MESSAGING
	WNY 196

	
	NCIRTCLASS
	MEMBER
	PRINT/FILE
	WNY 176

	
	NTMIGRATEC
	MEMBER
	PRINT/FILE
	WNY 176

	
	WHATS-UP-1
	MEMBER
	PRINT/FILE
	WNY 176

	
	X400-TEST
	MEMBER
	PRINT/FILE
	WNY 176

	
	*SIPERNET1
	FUTURE MEMBER
	WEB
	WNY 196

	
	*DNHNMSG2
	FUTURE MEMBER
	MESSAGING
	WNY 196

	
	*ANNEXMSG1
	FUTURE MEMBER
	MESSAGING
	NAVAL ANNEX

	
	*EXCHRECOV1
	FUTURE MEMBER
	MESSAGING
	WNY 196

	
	DNHNSPARE
	MEMBER
	FILE/PRINT
	WNY 196

	CNO
	CNO-FS1
	PDC
	FILE/PRINT
	1D1070

	
	CNO-FS3
	BDC
	FILE/PRINT
	1D1070

	
	CNO-FS4
	BDC
	MESSAGING
	1D1070

	
	CNO-PS1
	MEMBER
	FILE/PRINT
	1D1070

	
	CNO-CD1
	MEMBER
	FILE/PRINT
	1D1070

	COMM2
	COMM2-FS1
	PDC
	FILE/PRINT
	1D1070

	COMM3
	COMM3-FS1
	PDC
	FILE/PRINT
	1D1070

	COMM5
	COMM5-FS1
	PDC
	FILE/PRINT
	1D1070

	
	COMM5-FS2
	BDC
	FILE/PRINT
	1D1070

	DNHNWEB
	DNHNWEB-FS1
	PDC
	FILE/PRINT
	1D1070

	FMBLANGRP
	FMBLANGRP
	
	
	

	NHC_IMAGING
	SQL_SVR4
	PDC
	FILE/PRINT
	UNKNOWN

	
	NHC36_NT
	BDC
	FILE/PRINT
	UNKNOWN

	
	NHC_SQL
	MEMBER
	FILE/PRINT
	UNKNOWN

	
	BKUP_SVR
	MEMBER
	FILE/PRINT
	UNKNOWN

	N01
	N1-FS1
	PDC
	FILE/PRINT
	NAVY ANNEX

	
	N1-FS2
	BDC
	FILE/PRINT
	NAVY ANNEX

	DNHNCD
	DNHNCD1
	PDC
	FILE/PRINT
	1D1070

	DNS
	NS3
	BDC
	FILE/PRINT
	1D1070

	
	
	
	
	


Compaq/Digital Corporation provides hardware support, off-the-self software, and support services for hardware maintenance for the DNHN. 

4.2 SOFTWARE

a. Description of Software.

(1) Operating Systems.  DNHN file servers operate under Microsoft NT 

Operating System release 4.0, and its many utilities.  Security features that are offered by the NT Operating System and Utilities in release 4.0 meet the National Computer Security Center (NCSC) AIS security criteria as Class C2 Trusted Computing Base (TCB).  The PCs connected to DNHN operate under Microsoft Windows 95/98 and some NT Desktops version 4.0.

(2) Data Base Management System (DBMS).  The standard DBMS offered 

by DNHN to its users is Microsoft Access. Access is a user-friendly database that is more commonly used for small to medium tasks and is offered as part of the Microsoft office products. Another more robust database used by DNHN personnel is RDB, a Digital Corporation product. The Digital product is a relational database that provide linkage to its security feature for establishing and maintaining Access Control Lists (ACLs), allowing ACLs to be established to the file level.

(3) Off-the-shelf software.  DNHN provides off-the-self commercial software 

as its network standard products to its users such as the Microsoft Office products which includes Word, Access, Excel, PowerPoint and Outlook e-mail.

b. Software Security Features and Procedures.

(1) Access Control Protection.  The NT Operating System access control security 

feature satisfies the discretionary security requirements by protecting files and programs from unauthorized access.  Several components within NT Operating System provides discretionary access control. General identifiers provide a means of identifying classes of users.  Predefined System Identifiers are used to restrict the way in which a user can log into the system and can also be used in Access Control Entry (ACE) to restrict access to files, based on how the user has logged into the system.  NT Operating System has six predefined System Identifiers: Batch, Network, Interactive, Local, Dialup, and Remote.  DNHN utilizes every system identifier with the exception of Dialup.

(2) Object Reuse Protection.  Whenever a storage device is reallocated out of the 

classified DNHN environment, TCB requires that the storage device contain no classified data.  To ensure that the disk contains no classified data, DON INPO requires engineers to perform the approved three-format command passes on classified disk volumes prior to release of the disk for general use. DON INPO Security Staff certify that classified disk volumes were formatted three times and also signs a document prior to release of the disk.  If the disk cannot be reformatted, then it is disassembled, the platters removed, and degaussed.


(3) Identification and Authentication Protection.    The System Administrator 

(SA) administers user-Ids and Passwords.   The NT Operating System permits up to 31 alphanumeric characters to be used for passwords.  The DNHN SA has set password length to a minimum of six characters.  The entire password file is encrypted preventing users and the SA from "dumping" the password file.  However, the SA can dump the entire user profile that contains user-ids, default directories, and access privileges respectively.

4.2.1 Access Control

The Microsoft NT system access control security feature is based on a system of user IDs "user identification codes" (UICs), and passwords.  The SA must establish an account for each user. When a user initiates a process, that user must identify him or her self by username and password.  Failure to provide a valid username and password results in the denial of access to the system.  If a logon to a valid account is attempted but the password is incorrect, after six (6) attempts the account will be locked out and a denial of service to the system will be in effect for 30 minutes.  A request to the DNHN Helpdesk by the ISSO or ISC must be made to unlock the account if access is required sooner.

4.2.1.1 Establishing User Accounts

The DNHN SA will establish and maintain user accounts and profile information that is located in the Windows NT root system configuration file for each DNHN site.  Users are assigned to working groups with rights and privileges within those groups.  There are 10 major rights that may be assigned to each user account with default value qualifiers.  The Systems Administrators, in coordination with organizational and security officials, will determine the rights and values of the qualifiers for each user on a case basis.  As a matter of policy the following qualifiers will be set to the indicated specification.

· LOGON SCRIPT.  The LOGON SCRIPT is created for each user that will automatically logon a particular users account with a pre-configured working environment.  Only one individual must be identified as the owner of each user account.

· PASSWORD. The SA is responsible for specifying an initial password when the account is created and for notifying the owner of the account of the password via a secure means.  Each user is free to maintain his/her own password.

· PRIVILEGES. The default values and rights are specified when the account is established.  These values will be adequate for most users. 

· PWD EXPIRED. This specification must be set when a user account is initially established; it forces the user to change the initial password value at the time the user first "logs in" to the system.

· PWD LIFETIME. This specification will be set for all user accounts forcing the user to change passwords every 90 days.

· SID. The SA will assign the SID values to be used at account creation time.

4.2.1.2 User Privileges

The DNHN System Administrator, in coordination with organizational and security officials, will determine when and to whom various user privileges will be granted.  A list of what users and/or groups can do and what operations can be performed is called an access control list (ACL).  The SA can specify which users are assigned to which groups and what groups can access what areas or files and what types of access they’re allowed (read, write, delete, etc.).

4.2.2 System Access Control 

Once a user has gained access to the DNHN through log in procedures, access to the information on the system is controlled. This is accomplished through the operating system by the use of the unique SID assigned to each user, their privileges, and groups granted to that user.

4.2.3 Operating System Protection

Most of the Windows NT Operating System is incorporated into the TCB, which itself is protected by file access controls protection. At the time of system generation, TCB files are installed with system default access controls that prevent access without special privileges or permissions.

4.2.4 Utilities Protection

Windows NT utilities that are to be used by the SA to maintain data relevant to the TCB (such as the ACL, etc.) are afforded the same protection as the operating system.

4.2.5 Data File Protection 

In addition to security protection afforded by the access control features, the creation of the Access Control Lists (ACL), permission attributes, and ownership may further protect individual files. The permission attributes determines the types of access users have to a file or directory.  Owners have full control of their files and directories.  Only the system administrator can take ownership of a file or directory without first being granted permission by the previous owner.

4.2.6 Audit Trails

The Windows NT operating system can record security-related events in a system audit log.  All system failures, successful security policy changes, restart, shutdown, and system 

security events are recorded at all times on the DNHN systems.  Other events may be recorded as deemed appropriate by the NSO or SA.  They are:

·  Successful logon and logoff

·  Successful file object access

·  Successful use of user rights

·  Successful user and group management

·  Successful process tracking 

4.2.7 Data Marking and Labeling 

Each user of the DNHN is responsible for ensuring that data which he or she stores and maintains in automated files and/or extracts for printed or automated outputs are given an appropriate security classification, are marked or labeled correctly, and are properly safeguarded when provided to other persons.  The SECNAVINST 5513 series provides a guide for classification of data.  AIS media will be safeguarded IAW with Appendix C to OPNAVINST 5239.1A

4.2.8  Application Software Protection 

All data base files and data files associated with other software packages are subject to the access protection controls provided by the operating system. The SA, in coordination with organizational and DNHN security officials, will ensure that such data files and application programs developed for the DNHN contain provisions for complying with data file protection.

4.2.9 Terminal Interface Protection 

Under the NT Operating System, it is possible to establish security protection for any device and limit device usage to specified users, specified types of use, and/or specified times of use. Employment of this feature will be left to the discretion of Site Operations Managers and ISSO.

4.3 PHYSICAL FACILITY SECURITY 

All of the spaces in which DNHN equipment and users are located have been physically secured with locks and/or intrusion detection systems.  A security check of each site will be conducted daily at the close of business in accordance with (IAW) procedures approved by the ISSO or TASO at that site.  The check will ensure that equipment has been secured properly, the doors, safes and windows are locked, and all documents have been secured. 

4.3.1 Required Measures 

To the extent that it is feasible and cost‑effective, each site is expected to conform to applicable requirements of Appendix J, OPNAVINST 5239.lB.  Physical security measures are those measures taken to guard against loss or damage from fire, water, intruders or vandals, environmental hazards, and accidents.  While measures to be implemented may depend on site‑specific environments, the following measures will be the absolute minimums for DNHN:

a. Room(s) housing AIS Equipment holding stored data or providing access to 

stored data (CPUs, disk drives, tape drives, and connected terminals and printers) must meet the physical security requirements of a strong-room (vault‑type room) as defined in OPNAVINST 5510.60L. A security check of the site will be conducted daily at the close of business (or when the last person using the site equipment has finished) to ensure that equipment has been properly secured, that doors, safes, and windows are locked, and that no documents have been improperly left unsecured.

b. Rooms housing terminals and/or printers which contain no stored data and can be 

logically disconnected from the CPU must be securely locked (doors and windows) and the equipment disconnected from the CPU during periods when the rooms are not occupied. During periods of time when the equipment is logically connected to a CPU, the equipment must be under personal observation of authorized personnel to preclude access to the terminals and output from the printers by unauthorized personnel.

c. Cipher and/or combination locks will be changed periodically, with appropriate 

personnel being notified of changes.

d. Clear and concise emergency procedures will be prominently posted. Such 

procedures will include instructions for logging out, shutting down the system, disposing of any classified material, use of fire extinguishers and other emergency equipment if available, and orderly exit from the premises.

4.3.2 Optional Measures  

Consideration will be given to the installation of:

a. Devices for monitoring temperature and humidity.

b. Voltage regulators or other devices to inhibit system "crashes" due to power 

surges or reduction of power.

c. Anti-static pads or rugs or use of anti-static sprays to eliminate AIS equipment 

damage from static electricity.

d. Smoke detectors.

e. Fire walls around storage areas for magnetic media.

f. Intrusion detection systems.

4.3.3 Backup Power  

Battery backup units with sufficient power to provide a minimum of ten minutes of emergency power to support network computer servers graceful shutdown have been installed.  Similar backup power is also available for individual switches and routers.

4.4 PERSONNEL SECURITY  

No individual will be allowed to use DNHN classified resources unless the individual has been granted at least a Secret security clearance, demonstrated "need‑to‑know" which leads to access required to certain devices or data, received the necessary training, and an AIS security briefing.

4.5 COMMUNICATIONS NETWORKS 

Communications resources will be shared across the network as part of a distributed processing system.

4.5.1 Levels of Communication 

DNHN communications can be viewed as consisting of two levels; Local Area Network (LAN) and Remote Area Network (RAN). The following characteristics apply to the operation of the LAN and RAN.

a. The LAN is open.  Each processor and service attached to DNHN is accessible 

to all users on the LAN subject to restrictions established by the SA who controls the processor or service.

b. Any individual with access to a workstation or laptop attached to the LAN can 

attempt to log on to any processor attached to the LAN.  The ability to establish a process on the system is restricted by the username and password.

c. Any user can send electronic mail to any other user throughout the DNHN 

network in addition to the INTERNET with no restrictions.

d. A RAN will connect the secure nodes located in the Navy Annex, WNY and 

the Pentagon via encrypted OC-3, OC-12 and T‑l communications lines.

e. An unclassified communications processor has been established to allow 

unclassified users to dial into DNHN Remote Access Server and receive or send electronic mail in addition to accessing their local network drives from a remote facility.

4.5.2 Protected Distribution System 

Since DNHN processes Classified data, all data transmissions of this type will be protected either by encryption over non-secure communications lines or by having protected lines in physical control zones over which transmissions can be sent in the clear. Secure data transmissions over all communications components will be ensured in several ways.

a. Where necessary, components having emanation controls will be used.  RAN 

communications to the DNHN will be encrypted.  Encrypted data will be transmitted over leased commercial communications lines directly to DNHN.

b. The secure LAN will consist of fiber-optic or shielded wire cable installed in 

metal pipe conduit or other approved type conduit located in visual/physical control zones.  The secure LAN will operate in a "clear" mode.

c. Local communications between peripheral devices and CPUs will use 


fiber-optic cables within physical control zones.  Cabling between the CPU in a physical control zone and a remote terminal located in an area not within that zone will be installed in metal pipe conduit exposed to visual observation.

4.5.3 Communications Security (COMSEC) Requirements 

The existence of encryption requirements for the RAN dictates the COMSEC requirements.

4.5.3.1 Cryptographic Devices

Any node connecting to the Pentagon RAN requires a cryptographic device and a modem for secure interface with DNHN.  Currently the KG-94, KIV-7 and the Secure Telephone Unit-III (STU-III) are approved for DNHN use.  These cryptographic devices are managed by NCTS under a Memorandum of Agreement.

4.5.3.2 Administration of COMSEC Material Systems (CMS)

Each remote site connecting to DNHN must accept responsibility for administration of the CMS.  The DNHN CMS Custodian will contact the local CMS Custodian to establish a cryptographic key account if required.  The CMS Custodian will provide instructions with respect to CMS responsibilities.

4.5.4 SIPRNET/NIPRNET Interfaces

4.5.4.1 SIPRNET

The SIPRNET is the classified version of the NIPRNET. It is assumed that only trusted users with the proper level of clearance are permitted to utilize this secure network. DNHN maintains an outer router in 1D1070 that interfaces with the SIPRNET via a router connection in 5B910 of the Pentagon that is managed by the Single Agency Manager (SAM).

4.5.4.2 NIPRNET/INTERNET

The NIPRNET/INTERNET is a collation of multiple non-secure public networks for the purpose of sharing information.  DNHN interfaces with the Internet via the SPAWAR System Center San Diego (SCSD) network router in 1D1070 which is the current DNHN Internet Service Provider (ISP).  This is accomplished via the DNHN Cisco 7000 outer router connected to a Canoga Perkins bridge that is attached to the SPAWAR SCSD router.  The policy for DNHN Internet users can be found in Appendix E.

4.6 EMANATIONS CONTROLS


The Naval Security Group determined in 1986 that the threat of interception of emanations originating in Rings A through D, Floors 1 through 4 of the Pentagon is not great enough to warrant the installation of TEMPEST certified devices.  OPNAVNOTE C5510 of April 1994 further defined TEMPEST restrictions for AIS Equipment processing SECRET and below in CONUS.  These newer measures have been implemented where necessary.

4.7 ANTI-VIRUS SOFTWARE


DNHN requires that all desktop workstations and Servers contain anti-viral software.  This is to protect the data currently on the PC workstation and all data that will be inputted via e-mail, Internet downloads or system updates.  McAfee Virus Scan is currently the DNHN anti-viral software of choice for the DNHN Desktops and Servers.  Additionally, there Anti-Viral Servers in the DMZ area running Norton Anti-Virus software for Firewalls.  

4.8 STANDARD MAIL GUARD

DNHN offers the capability of users on the classified segment to communicate via e-mail, to users on the unclassified segment through a secure mail guard device.  This device is called the Standard Mail Guard.  The SMG permits users to send text only messages from low to high segments and high to low segments.  This capability was initially installed for the OPNAV classified users to communicate to their counterparts at other commands and to support contractors who did not have classified connectivity. An SMG Users Guide can be found on the DNHN Classified segment on the Global Drive.

4.9 DNHN FIREWALL

DNHN maintains two firewalls, one for the classified segment and one for the unclassified segment.  Both segments utilize the bastion host concept for authentication prior to allowing a user to enter the network.  Hewlett-Packard J210 computers running the Gauntlet software make up the rest of the firewall that controls port accessibility for variety of approved services such as FTP, HTTP, SQL TELNET, SMTP, Lotus Notes, etc.  These services are control by the DNHN Security team and require an approval of the DNHN CCB and the DAA for any alteration to its configuration.  The Firewall policy can be found in Appendix F and on the DNHN Intranet.

SECTION 5

5 AIS SECURITY TRAINING

5.1 GENERAL REQUIREMENTS


The ISSM is required to establish and implement an AIS security training program IAW Chapter 10 and Appendix D of OPNAVINST 5239.1B. SECNAVINST 5239.3 and Public Law 100-235.  The following minimum requirements are to be included as part of the program.

a. The DNHN ISSO(s) is to attend formal training related to IS security, which 

addresses general AIS security, information security, physical security, and hardware/software security techniques.

b. The DNHN ISSO(s) are to attend formal training related to security within the 

DNHN specific environment to include operating system analysis and hardware architecture.

c. The DNHN ISSO(s) are to ensure that administrative procedures are 

established such that all new personnel are briefed on DNHN security and that user accounts of all departing personnel are disabled.

d. Each DNHN user will be provided with a copy of this plan to ensure that they 

are aware of all aspects of the DNHN security program.

5.2 SECURITY TRAINING COURSE AVABILITY


Formal training courses in AIS and communications security‑related matters are available as follows:

a. AIS security training courses are available at the Department of Defense 

Computer Institute (DODCI). Selected security staff personnel should attend formal training in AIS security.

b. The Digital Equipment Corporation offers training courses through Global 

Knowledge Corp. in VAX/VMS security features. Training is usually given at the training facility in Landover, MD.

c. CMS Custodians will determine the training needed by organizational 

personnel involved with CMS information (cryptographic keys). In most cases, training will consist of a briefing by the CMS Custodian.

SECTION 6 

6 CONFIGURATION CONTROL

6.1 DNHN CONFIGURATION CONTROL BOARD


The majority of the equipment, including hardware, software and communications devices that comprise the DNHN was acquired through a contract with Bell Atlantic under the TEMPO contract.  The balance of the equipment was acquired either through existing "umbrella" contracts or through individual office purchases.  In order to control the DNHN configuration, the DNHN Configuration Control Board (CCB) was chartered.  The DNHN CCB was chartered to oversee the interfaces among the departmental systems that comprise the DNHN.  The DNHN CCB will establish guidelines for adding new network nodes, establish procedures for controlling changes in common configuration items, and for compiling an overall inventory of DNHN components.

6.2 CONFIGURATION ITEMS


The following items will be controlled by the DNHN CCB:

a. Structural components (LAN, MAN, WAN or RAN sites, application software 

systems, subsystems and modules).

b. Software components (vendor-supplied package and each application 

program/procedure).

c. Hardware components (mini/micro computers, dumb terminals, switches, 

routers and disk drives).

d. Communications components (modems, hubs, concentrators and switches)

6.3 NETWORK CONFIGURATION CONTROL


All proposed configuration changes must be submitted in writing to the DNHN CCB and indicate the specific purpose for the modification.

6.3.1 CLASSIFIED SYSTEMS CONTROL

For Classified systems or networks being added to the DNHN, the proposal must include evidence that there has been a formal accreditation of the site or an Interim Authority To Operate (IATO) the site granted by the Organization DAA.  Figure 6-1 presents the format of the letter requesting connectivity to be presented to the DNHN CCB.  A completed DNHN Site Security Agreement (figure 6-2) with network configuration drawings will accompany the proposal.  After CCB approval and the DNHN DAA in coordination with the ISSO AAUSN, the DNHN Telecommunications Manager and the SA will coordinate actions with the ISSM AAUSN to connect the node(s) to the network.  The respective SA(s) and/or ISSO(s) as required will accomplish a follow-on coordination.  

FIGURE 6-1

SAMPLE LETTER FOR THE CCB REQUESTING DNHN CONNECTIVITY 

MEMORANDUM

From:
Activity Commander)

To:
NHN Configuration Control Board

Subj:
EQUEST FOR APPROVAL TO BECOME A NODE ON THE DNHN

Encl:
(1)  Model(s), Type(s), and number(s) of AIS Resources


(2)  DNHN Site Security Agreement


(3)  Copy of Interim Authority to Operate or Final Accreditation

1. This (office) (activity) (command) requests approval to establish a node(s) on the DNHN. 

The specific connection(s) and location(s) of the node(s) are listed at enclosure (1).

2. The purpose(s) for the desired connection is/are as follows:

3. The (office) (activity) (command) has been granted an Interim Authority to Operate.

SIGNATURE

Copy to:

(Organization) Requirements Officer 

ISSO (DNHN)


FIGURE 6-2


DNHN SITE SECURITY AGREEMENT
From:
Department of Navy Headquarters Network Designated 


Approving Authority

To:
ORGANIZATION

Subj:
MEMORANDUM OF AGREEMENT FOR ACCESS TO DNHN CLASSIFIED


COMPUTER SYSTEMS BY SITE

Ref:
(a)  DNHN INFORMATION SYSTEMS SECURITY PLAN


(b)  SECNAVINST 5239.3

1.  In accordance with references (a) and (b), this Memorandum of Agreement (MOA) is provided to ORGANIZATION to delineate the DNHN AIS security responsibilities and safeguards required for access to the classified DNHN.

2.  As a site connected to the DNHN this ORGANIZATION agrees to comply fully with the provisions of references (a) and (b) and will take prompt action to implement any future changes needed to assure AIS security.  As part of this compliance the ORGANIZATION agrees to the following conditions.

a. All systems connecting to the DNHN will have been approved to process 

classified material.

b. All AIS media will be safeguarded in accordance with Appendix C to 

OPNAVINST 5239.1B.

c. Physical security measures must be implemented to guard against loss or 

damage from fire, water, intruders, environmental hazards and accidents.  The following measures are the absolute minimums for DNHN.

- Rooms housing AIS equipment housing stored data or providing access to stored data must meet the physical security requirements of a strong room as defined in OPNAVINST 5510.60H.

- Rooms housing no stored data and can be logically disconnected from the

   DNHN must be securely locked (doors and windows) and the equipment 

  disconnected from the CPU during periods when the room is not occupied.

- Cipher and/or combination locks will be changed periodically.

- Clear, concise emergency procedures will be posted.

d. All security officials will be appointed in writing.  The names, codes and 

telephone numbers of the appointed security officials shall be provided to the DNHN ISSO with this site request.

e. Access to the classified DNHN will be through secure communications.

f. All data hardcopy outputs and media will be labeled to the highest level of data 

contained within. 

g. All TEMPEST requirements specified in OPNAVINST C5510.93E will be 

adhered to.

I certify that the security requirements identified in reference

(a) above, have been met.  ORGANIZATION agrees to notify the DNHN ISSM immediately of any change to the data processing environment.

ISSO Signature and Date 

Physical Security Officer Signature and Date    

SECTION 7

7 ACCREDITATION SCHEDULE

7.1 REQUIREMENTS


OPNAVINST 5239.1B requires that a prescribed series of steps be taken to obtain AIS security accreditation from the DAA.  The following provides the list of steps required for accreditation and describes the status of that action as it pertains to DNHN.

7.2 RISK ASSESSMENT


The risk assessment methodology being used for the DNHN is a Method I, which includes an AIS security survey as described in the AIS Security guidelines.  A plan for implementing the countermeasures will be identified and developed upon completion of the Risk Analysis and the ST&E results.  

7.3 SECURITY TEST and EVALUATION (ST&E)


Security Test and Evaluation procedures were developed and executed according to the AIS Security Guidelines.  The ST&E was executed on 25 May 1999 and completed by 28 May 1999.  The results of the test were delivered August 1999 as part of the System Security Authorization Agreement (SSAA) Document.

7.4 CONTINGENCY PLANNING


A Contingency Plan is to be developed in accordance with SECNAVINST 5239.3 policy and the AIS Security Guidelines.  The Contingency Plan is anticipated to be developed by May 2000.

APPENDIX A

REFERENCES

The following references are applicable to this Security Plan:

a. OPNAVINST 5239.lB, 3 Nov 1999, Department of the Navy Automatic Data Processing Security Program.

b. DOD 5200.28‑STD, 21 March 1988, Security Requirements for Automated Information Systems.

c. SECNAVINST 5211.5D, 17 Jul 1992, Department of the Navy Privacy Act Program.

d. OPNAVINST 5530.14C, 10 Dec 1998, Department of the Navy Physical Security and Loss Prevention.

e. OPNAVINST 55lO.36A, 17 March 1999, Department of the Navy Personnel Security Program Regulation replaces Department of the Navy Information and Personnel Security Program Regulation, 29 April 1988, and OPNAVNOTE 5510 dated 11 April 1990.

f. SECNAVINST 5239.3, 14 Jul 1995, Department of the Navy Automated Information Systems Security Program.

g. SECNAVINST 7510.7E, 11 Oct 1991, Department of the Navy Internal Audit.

h. SECNAVINST 7510.9, 13 April 1989, Department of the Navy Command Management Economy, Efficiency and Review.

i. SECNAVINST 5231.lC, Department of the Navy Life Cycle Management Policy and Approval Requirements for Information Systems Projects.

j. OPNAVINST C5510.93E, 22 Feb 1988, Department of the Navy Implementation of National Policy on Control of Compromising Emanations, as modified by OPNAVNOTE C5510 dated 13 Oct 1990.

k. CNO (OP‑94) memo 2800, 94J/41‑85, of 2 May 85, Subj: Validation of Cryptographic Requirements (validation number 84E‑012‑85).

l. NAVDAC Pub 17.10, Mar 1984, Naval Data Automation Technical Standards.

m. Navy Headquarters Programming System, ADP Security Plan, Jul 1989

n. Navy Headquarters Budgeting System, ADP Security Plan, Jun 1989.

o. MCO P5510.14. Establishes USMC ADP Security Program and responsibilities.

p. Final Report MCPOMS Secure Local Area Network (GSAContract GSOOK90HAP0031) (Task Order KOO90AJOO59)

q. Guide to VAX/VMS System Security, Jul 85, provided by Digital Equipment Corporation.

r. VAX/VMS System Manager's Reference Manual, Apr 86, provided by Digital Equipment Corporation.

s. VAX/VMS Networking Manual, Apr 86, provided by Digital Equipment Corporation.

t. VAX/VMS Authorize Utility Reference Manual, Sep 84, provided by Digital Equipment Corporation.

u. VAX/VMS DCL Dictionary, Apr 86, provided by Digital Equipment Corporation.


APPENDIX B

TERMS AND ACRONYMS
Certain terms and acronyms used in this plan are shown below.  Readers are also referred to Appendix A of the DON AIS Security Manual, enclosure (2) to OPNAVINST 5239.1B and NAVSO P-5329-07.

ADP – Automatic Data Processing

ADPSO ‑ ADP Security Officer changed to Information Systems Security  Manager (ISSM)

ADPSSO ‑ ADP System Security Officer changed to Information Systems Security Officer (ISSO)

AIS ‑ Automated Information Systems

AIS Media ‑ media upon which data are recorded as a result of AIS. The term includes, but is not limited to, magnetic tapes, disks, diskettes, and disk packs; memory units and cathode ray tubes (CRTs); and printer ribbons, carbons, and hardcopy outputs.

CMS ‑ COMSEC Material Systems

CMS Custodian ‑ an individual officially designated as a custodian of COMSEC material, who receives and controls the dissemination of cryptographic keying data for designated sites authorized to receive such data.

Commanding Officers ‑ includes "heads of Navy commands and activities", "Commanders", "directors", and any other title assigned to an individual, military or civilian, who, through

command status, position, or administrative jurisdiction, is the senior line management official of a naval operating unit or shore activity as listed in the Standard Navy Distribution List

SNDL), Parts I and II.

Communication Security ‑ the protection resulting from all measures designed to deny unauthorized persons information of value which might be derived from the possession and study of telecommunications, or to mislead unauthorized persons in their interpretation of the results of such possession and study. Also called COMSEC. Communications security includes crypto security, transmission security, emission security, and physical security of communications security materials and information.

Compromising Emanations ‑ unintentional data signals which, if intercepted and analyzed, disclose classified information processed by any information processing equipment.

Computer ‑ any ADP equipment which is capable of processing data (including personal computers (PCs), Laptops, and Palm Pilots)

COMSEC ‑ communications security

CRT ‑ cathode ray tube; the video portion of a terminal.

DAA ‑ Designated Approving Authority (the DAA for the expenditure of resources is not necessarily the same as the DAA for accreditation to process data).

Data levels:

Level 1 ‑ classified data.

Level 2 ‑ unclassified data requiring special protection; for example, personal data (Privacy Act) and For Official Use Only.

Level 3 ‑ All other unclassified data.

DEC ‑ Digital Equipment Corporation now owned by Compaq Corp. 

DNHN - Department of the Navy Headquarters Network

Emanations Control ‑ any action, device, procedure, or technique that reduces the vulnerability of an ADP or communications system to a threat of compromising emanations.

Emanations Control Zone ‑ a three‑dimensional space (sphere) that is under physical and technical control sufficient to preclude a successful hostile intercept of compromising emanations

originating from electronic equipment processing classified data within such a space.

INFOSEC - Information Security

IS - Information Systems

ISC - An Information Systems Coordinator who may assist the ISSO in his/her duties.  

ISSM - Information Systems Security Manager replaces the ADPSO

ISSO - Information Systems Security Officer replaces the ADPSSO

LAN ‑ Local Area Network

MAN - Metropolitan Area Network

MCPOMS ‑ Marine Corps Program Objectives Memorandum System

Multilevel Security Mode ‑ a mode of IS operations which provides a capability permitting various levels of classified data to be processed concurrently and permitting selective access

to such data concurrently by non-cleared users and users with different security clearances. This mode of operation requires that the operating system be capable of labeling stored data and

marking corresponding output.

NHBS – Navy Headquarters Budgeting System is a dedicated web base network which physically connects NHBS nodes. 

Node ‑ any processor which has access to a distributed system.

Non‑TEMPEST ‑ denotes a device which does not meet, or has not been certified as meeting, NACSIM 5100A specifications.

Password ‑ a user‑supplied character string used by an operating system to validate the user's identity and right to use an AIS system.

Password Generator ‑ a software package which randomly generates an array of phonetically pronounceable but meaningless polysyllabic passwords from which a user may select his/her unique password.

Personal Data ‑ Information on specific individuals requiring special safeguards under the provisions of the Privacy Act of 1974.

Physical Control Zone ‑ a physical area to which easy access is limited either by physical security devices or by intermittent visual observation by authorized personnel.

Remote (terminal) Area ‑ a physical area or office that is not contiguous to a central site but which contains AIS equipment (other than a CPU) that is connected to a computer located at the site.

SID - A System Security Identifier.

Site ‑ a contiguous physical area or office space where one or more system computers and peripheral AIS equipment are located.

SSO - Site Security Officer.

SSOP ‑ Security Standing Operations Procedures.

System ‑ a configuration of hardware, software, communications channels, procedures, and people established to accomplish desired objectives.

System‑High Secret Mode ‑ a mode of AIS operations under which all data is considered Secret even though it may not be, and which requires positive action to determine the true security

classification.

TASO ‑ Terminal Area Security Officer.

TCB ‑ Trusted Computer Base.

TEMPEST ‑ an unclassified short name referring to investigations and studies of compromising emanations. The name is used synonymously for "compromising emanations". NACSIM 5100A,

"Compromising Emanations Laboratory Test Requirements, Electromagnetic", provides the specifications which must be met for an electromagnetic device to receive "TEMPEST certification".

TVAR ‑ TEMPEST Vulnerability Assessment Request.

User ‑ any person who interacts directly with a computer system.

Username ‑ individual user identification (user ID); a unique character string that is used by operating system to uniquely identify a user.

VAX/VMS ‑ Virtual Address Extension/Virtual Memory System.

WAN - Wide Area Network

APPENDIX  C

PERSONAL COMPUTER POLICIES FOR THE DNHN
C.1.1  SCOPE

This appendix serves to provide guidance and policy for the use of Personal Computers (PCs) and their software with respect to the Department of the Navy Headquarters Network (DNHN).  This appendix provides a uniform policy on all procedures to be followed to ensure that all DNHN data is properly protected against accidental or unintentional destruction, modification or disclosure.  Furthermore it shall provide guidance and requirements for connecting PCs to the DNHN. This document applies to all personnel including contractors who require PC connections to the DNHN. 

C.1.2  BACKGROUND

There are several PCs and PC Local Area Networks (LAN) spread throughout the Pentagon, Crystal City, Washington Navy Yard, and other Washington Metro sites that are connected to the DNHN.  The PCs are Pentium systems operating under the Windows 95/98 and Microsoft NT Desktop.  Some of the PCs operate in a standalone mode but the majorities are connected to LANs.

C.1.3  DATA PROCESSED

The data processed by DNHN includes a mix of Unclassified, Confidential and Secret data. The kinds of data to be processed include coded values and translation tables, numeric values, control totals, text, graphic representations, and word processing.  The DNHN operates in both the System Secret high mode as defined in OPNAVINST 5239.1B and Sensitive But Unclassified (SBU) mode.  No data processed will be at any higher level of classification than the system that processes it.  Since a PC compatible B1 Trusted Computer Base (TCB) is not currently available to permit operation in a multilevel security mode, it must be assumed that all data down loaded from the DNHN Classified hosts to the PCs is SECRET. 

SECTION C-2


SECURITY

C.2.1  GENERAL


OPNAVINST 5239.1B defines several separate and distinct elements to any security program. These elements provide for data security, AIS/Computer security (physical, technical and procedural measures), communications/network security, personnel security, emanation security and network security.  To this extent all relevant policies set forth in OPNAVINST 5239.1B, OPNAVINST

5510.60L, OPNAVINST 5510.36A, OPNAVINST C5510.93E, OPNAVNOTE C5510,

SECNAVINST 5239.3, DOD Directive 5200.28, NACISM 5000 and OMB Circular A-130 shall be adhered to.

C.2.2  DATA SECURITY


Each DNHN PC user is responsible for ensuring that the data he or she stores, and maintains in automated files, and/or extracts for printed or automated outputs (i.e., floppy drives, jazz or zip drives, CDs, etc.) is given the appropriate security classification, marked or labeled correctly, and is properly safeguarded when provided to other persons.  The SECNAVINST 5513 series provides a guide for classification of data.


All removable information storage media (e.g. floppy disks, removable hard drives, CDs), used with AIS systems, must be marked externally to indicate clearly the highest classification of the data contained within.  When not in use the removable storage media will be safeguarded in accordance with (IAW) Appendix C of OPNAVINST 5239.1B.

C.2.3  AIS COMPUTER SECURITY


AIS computer security sets forth the physical, technical and procedural measures necessary to protect the computer hardware and software.

C.2.3.1  HARDWARE SECURITY

All PCs connecting to the DNHN Classified nodes must be physically protected against damage and unauthorized use.  Physical security measures are those measures taken to guard against loss or damage from fire, water, intruders, environmental hazards and accidents.  To this extent all PCs should be located in "controlled spaces".  Controlled spaces are areas that are physically secured with intrusion detection/prevention systems.  While this measure is extreme and not always possible, the following physical, technical and procedural measures will be the absolute minimums for safeguarding PC:

a. At PC startup the system shall display a screen message stating the classification of the 

system.  This also may be in the form of a monitor background color and a colored active window bar.  The color code to use should be Maroon background with Red active bar for classified and Green background with Blue active bar for unclassified. 

b. Rooms housing PCs holding stored data or providing access to the DNHN classified 

network must meet the physical security requirements of a strong room as defined in OPNAVINST 5510.1G.

c. PCs not located in a strong room must have removable hard drives.  The removable 

hard drives shall be stored in approved secure containers.

d. Rooms housing PCs that do not contain stored data but provide access to the DNHN 

classified network must be securely locked (doors and windows) during periods when the room is not occupied.

e. Unattended PCs shall not remain connected (logged on) to the DNHN network when 

not in use.

f. Emergency procedures shall be posted providing instructions for disconnecting from 

the DNHN network, shutting down the PC, storing or disposing of classified material and use of fire extinguishing or other emergency equipment.

g. A daily security check at close of business shall be conducted to ensure that the PC has 

been properly secured.

h. Portable lap-held or hand-held PCs and notebook PCs are not permitted connection to 

the Classified portion of the DNHN.

i. Users leaving PCs unattended for more than 30 minutes should logoff.

j. Approved screen savers should be activated when users are away from their PCs for 

less than 30 minutes. Password protection is optional on unclassified system and highly recommended on classified systems.

C.2.3.2  SOFTWARE SECURITY


There are no inherent security features offered by DOS.    There are several software products that have been reviewed by the National Security Agency (NSA) to determine their suitability for providing class C2 security.  These products do not completely meet the NSA standards for C2 class security but they do provide a limited degree of protection.


Special care shall be taken to reduce the risk of introduction of malicious code, such as logic bombs, Trojan horses, trapdoors and viruses, into the PCs.  The DNHN has anti-viral software available for all DNHN users.  At a minimum the following steps

shall be followed:

a. All floppy disks will be checked by anti-viral software prior to their use with DNHN.

b. Software shall not be installed without the proper license information.

c. The use of privately owned software to process DNHN data is prohibited unless 

approved by the DAA (see Figure C-1).

d. The user is responsible for the daily back up of data files stored in the PC.

C.2.4  COMMUNICATIONS/NETWORK SECURITY


DOD Directive 5200.28 of 21 March 1988 requires that Classified information and sensitive unclassified information be safeguarded at all times while stored in an Automated Information System (AIS).  OPNAVINST 5239.1B requires connections between AIS’ to be protected to the highest level for which the AIS or any additional interfaces are cleared.  Therefore, the use of non-secure modems with PCs that are connected to the classified segment of the DNHN is prohibited.  Only NSA approved encryption devices may be used.


The following guidance is provided for connecting PCs and network servers to the DNHN.

a. Communications lines and links must be secured at a level appropriate for the data 

processed.

b. PCs and network servers shall not be left unattended and connected to the DNHN. 

c.  All PCs and network servers will be clearly labeled with the appropriate classification.

d. Servers connecting to the classified portion of the DNHN must be located in a strong 

room.  If this is not possible the server software must be disabled during non-working hours.

C.2.5  PERSONNEL SECURITY


No individual will be allowed to use a PC connected to the DNHN Classified segment unless the individual has:

a. Been granted at least a Secret security clearance.

b. Demonstrate a "need-to-know" which leads to access required to certain devices or 

data.

c. Received the necessary training.

d. Received an AIS security briefing.


The Information System Security Officers (ISSO) and Terminal Area Security Officers (TASO) or Information Systems Coordinators (ISC) will ensure that these guidelines are enforced within their assigned area.

C.2.6  EMANATIONS SECURITY


The Naval Security Group determined in 1986 that the threat of interception of emanations originating in Rings A through D, Floors 1 through 4 of the Pentagon is not great enough to warrant the installation of TEMPEST certified devices.  Additional guidance on TEMPEST requirements in CONUS for SECRET and below data is found in OPNAVNOTE C5510 of April 1994. Users that have access to both the DNHN Classified and Unclassified systems should ensure that a separation of one meter (approx. 3 feet) is maintained between the PCs and other active transmission equipment as defined in OPNAVINST 5510.93E.

C.2.7 VIRUSES


Virus protection for each PC and file server is mandatory.  The Navy Computer Incident Response Team (NAVCIRT) provides the Navy with virus protection software at no cost to the command or the user.  It is DNHN responsibility to ensure that all its PC assets contains the anti-virus software.  It is the responsibility of the local site security officer to ensure a copy of this software is installed on each system within their purview.

C.2.8 INTERNET ACCESS


The INTERNET has become one of the most popular ways to exchange electronic mail and access data around the world.  The INTERNET does not provide any security for the information that transmitted on its links.  Therefore any information passed on the INTERNET may be intercepted and read prior to its reaching its actual destination.  Do not exchange any classified or sensitive information on the INTERNET.  Additional information on the guidelines for the Naval use of the INTERNET is included in Appendix E. 

C.2.9 WEB ACCESS 
The DON INPO offers its users both INTERNET and INTRANET WEB space services.  Organizations are asked to request INPO assistance in obtaining server space for official use of  “Home Pages” on the DNHN unclassified public accessible web server outside the firewall (INTERNET), the unclassified server located inside the firewall (INTRANET), and the classified web server outside the firewall (SIPRNET).  A Memorandum of Agreement is established between DON INPO and the requesting organization.  The data content for the web pages is the responsibility of the owner.  The INTERNET WEB policy is identified in Appendix E.     

SECTION C-3

RESOURCES POLICIES
C.3.1  GENERAL


The following paragraphs set forth the mandatory policies of the DNHN concerning PC resources.

C.3.2  REQUIREMENT

All computer resources that process or handle classified or sensitive classified information shall implement Class C2 functionality as defined in DOD Directive 5200.28 by calendar year

1992. C2 protection provides for the following:

a. Discretionary access control.

b. Memory clearing before reuse.

c. individual accountability and audit trails.


PCs will be protected by hardware, software and security operating procedures to provide reasonable security until such time as effective C2 class protection becomes available.

C.3.3  PRIVATELY OWNED RESOURCES


The use of privately owned or leased personal computers to conduct official Department of Navy (DON) business in a Department workplace is not permitted without prior written authorization  (Figure C-1) of the Designated Approval Authority (DAA).  Privately owned computers will not be used to process classified data.  Personal Laptops and Home PCs remotely accessing the Unclassified segment, require prior approval from their organizational requirement officer and DON INPO.  Also, a reasonable level of security should be maintained (i.e., password protected and a current version of an anti-virus software product).

FIGURE C-1

MEMORANDUM OF UNDERSTANDING FOR THE USE OF PERSONALLY OWNED

SOFTWARE/HARWARE

MEMORANDUM OF UNDERSTANDING 

BETWEEN

ASSISTANT FOR ADMINISTRATION OFFICE

AND

________________________________

FOR THE USE OF

________________________________

     In accordance with NAVSO P 5239-29, Controls Over Copyrighted Computer Software of July 1994, the Department of the Navy (DON) may grant individuals permission to use personally owned software on DON automated information systems.  The Department of the Navy Headquarters Network (DNHN) ADP Security Plan permits the use of privately owned hardware in conjunction with the unclassified DNHN when in the best interests of the Navy. These permissions may only be granted by the Designated Approving Authority and only when in the best interests of the DON.  This Memorandum of Understanding (MOU) specifies the responsibilities that each user must comply with in order to be granted this capability.  Further, when the software/hardware specified in this MOU is used in the manner agreed to the user will not be in violation of the Government Standards of Conduct.

     Requesters are reminded that all automated systems within the DON are For Official Use Only (FOUO) and at no time shall be used for private gain.  Personally owned games will not be permitted on DON automated systems.

1.  I understand that the software/hardware known as ______________________________________________________  

will only be used in accordance with the software licensing agreement.

2.  The software/hardware known as _________________  will only be used for official DON work and will not be used for personal gain.

3.  I understand that if I knowingly make, acquire, or use unauthorized copies of computer software, I may be subject to discipline according to circumstance.

4.  I understand it is my responsibility to ensure all software is virus free and scanned prior to installation.

5.  I understand that the installation and operation of the software can not interfere with the installed Local Area Network.

6.  I understand that the Help Desk will not provide assistance or trouble shooting of problems with regard to personally owned software/hardware.

7.  I understand that pursuant to federal statue, illegal reproduction of commercial software is subject to civil damages up to $100,000 (for willful infringement) and criminal penalties to include fines and imprisonment for multiple reproductions for commercial purposes or private financial gain accordance with Title 17, United States Copyright Code, Sections 504 and 506.

8.  I have read understand the software/hardware protection policies of this activity and will abide by them.

______________________ 

Signature/Date

______________________

Printed Name/Grade/Rank

_______________________

Organization/Phone No.

_______________________

AAUSN Signature/Date 
C.3.4  CONFIGURATION CONTROL


Any user wishing to make an initial connection with a PC to the DNHN, must submit the request in writing via their Site Operations Manager or ISSO to DNHN Requirements for evaluation and approval.  Prior to approval the requestor must comply with Section 2 of this document.

C.3.5  COPYRIGHT SOFTWARE

DON purchases a license to use computer software from a variety of software manufacturers.  DON does not own the copyright to this software or its related documentation and, unless authorized by the software manufacturer, does not have the right to reproduce it for use on more than one system.  All software shall be used only in accordance with the license agreement.  According to the U.S. Copyright Law, illegal reproduction of software can be subject to civil damages and criminal penalties including fines and imprisonment.  DON employees learning of any misuse of software or related documentation shall notify their ISSO. 

APPENDIX D


COMPUTER SECURITY AWARENESS


COMPUTER SECURITY


DO's

DO -- LIMIT ACCESS TO YOUR PC  -- Know those who use it, service it, and repair it.

DO -- USE COLOR CODED DISKETTES WHEN POSSIBLE -- Green indicates unclassified data, blue indicates confidential data and red indicates secret data.

DO -- LABEL ALL DISKETTES -- Indicate classification with appropriate labels.

DO -- HANDLE UNCLASSIFIED FILES ON DISKETTES THE SAME AS THE HIGHEST CLASSIFICATION OF ANY FILE ON THE DISKETTE -- If you have a diskette that contains files with both unclassified and classified data, the diskette is classified to the highest level of data stored on that disk.

DO -- REMOVE DISKETTES AND STORE -- Store diskettes in appropriate security containers.

DO -- ALWAYS LOG OFF WHEN YOU LEAVE THE AREA -- Log off the system or turn off your PC anytime you leave your office space.  

DO -- TURN IN CLASSIFIED DISKETTES WHEN NO LONGER NEEDED -- Classified diskettes should be turned over to your respective ISSO for disposal.

DO -- DO NOT RELY UPON DELETION COMMANDS -- Files that have been deleted from your diskettes can often be recovered.

DO -- MAKE BACKUP COPIES OF YOUR DATA FILES 

DO -- MAKE BACKUP COPIES OF ALL SOFTWARE

DO -- CHANGE YOUR PASSWORD WHEN NECESSARY

DO -- USE VIRUS DETECTION SERVICES PROVIDED BY THE ISSO -- The DNHN ISSO has the CLEAN84 and SCAN84 antiviral software for your use.

DO -- REVIEW ALL DISKETTES PRIOR TO REMOVING THEM FROM YOUR COMMAND -- Diskettes must be reviewed to ensure that classified data is not inadvertently sent out.


COMPUTER SECURITY


DON'TS

DON'T -- USE ILLEGAL SOFTWARE -- OPNAVINST 5239.1A prohibits the use of illegal software on government equipment.

DON'T -- USE ANY DISKETTE ON YOUR SYSTEM BEFORE IT HAS BEEN SCANNED FOR VIRUSES -- Use the available antiviral software to check diskettes prior to using them in your system.  This includes contractor diskettes.

DON'T -- USE COMMON PASSWORDS -- Common passwords are widely used, this is one reason it is so easy for hackers to gain access to computer systems.

DON'T -- LEAVE PASSWORDS OUT WHERE OTHERS CAN SEE IT -- Memorize your password.  Do not share it with other users.

DON'T -- ALLOW ANYONE TO REMOVE YOUR PC WITHOUT APPROVAL FROM YOUR RESPECTIVE ISSO -- Any hard disk that has classified data on it cannot be released for outside repair to contractors or placed in uncontrolled spaces.  Additionally, each activity must maintain an accurate AIS inventory.  If equipment is to be moved notify DNHN Helpdesk at telephone number (202)433-0600.

DON'T -- USE UNSECURE MODEMS WITH CLASSIFIED SYSTEMS -- Only secure modems will be used with the classified portion of the DNHN.


GENERAL QUESTION


USERS ASK AND ANSWERS

Are there legal reasons for protecting my Commands information?

Yes.  There are federal and state laws that make you legally responsible to be sure information is correct and used appropriately.  The laws:

- Protect a person's right to privacy.

· Prohibit violations of copyrights, patents and trade secrets.

- Prohibit unauthorized computer access.

What laws protect computer systems?

The Computer Security Act of 1987, requires that all government employees and contractor personnel using government AIS systems be trained in computer security and be briefed on Information Assurance.  Additionally, the Computer Fraud and Abuse Act makes it illegal to access federal computers without prior authorization.

Virus threats!
The virus threat is real and far from disappearing. In fact, analysts predict viruses will grow more and more sophisticated over the next decade.  One analyst sees "the growth of value-added networks, information, E-MAIL networks, and Internet services where software can be downloaded as a gateway to more viruses."

Where are the viruses directed?

Currently, researchers say that the virus threat is directed toward microcomputers, especially in the LAN environment.  As DNHN gain more and more organizational connectivity, the more potential virus transmission will be.  One concern held by virus experts is the switch from viruses residing on a single PC's hard disk to viruses that sit on the server of a LAN.  Today, more and more applications are being ported to the LAN server, and viruses will do the same. 

What are computer viruses?
Computer Viruses are defined as a program that "infects" other programs by modifying them to include a version of itself.  The infection mechanism by itself is not dangerous, but viruses may contain malicious code designating other computer functions.  These secondary functions can be almost anything, such as changing numbers in a file; commanding the computer to execute unnecessary calculations, thereby slowing the computer's operations; or erasing the contents of a disk.

How do I recognize a computer virus?
Strange and odd things happen to your computer.  Examples are: 



- When you boot up you get a strange logo or message. 

· When you attempt to access data off your diskette or

hard drive and the prompt comes up and says that the data no longer exists.

· Software that previously ran on your systems cannot

run because of a lack of memory.

These are all examples of items that indicate that a virus may be present on your system.

How do I prevent virus infection?

Follow computer security procedures for virus protection and have all diskettes and e-mail attachments scanned prior to using them in your system.  Also, ensure that the latest anti-viral software is on your workstation. 

How do I get rid of a virus?

If you get a virus, disconnect your workstation from the network and run your anti-viral software.  If this does not work, call the DNHN Helpdesk.

Why should I be concerned about Security?
The information you use must be protected.  Whether you work with paper records or a PC terminals, or spend most of your day on the phone, you are part of the commands information security program.

To me security means controls and controls are inconvenient?
Controls are needed to make sure each person is accountable for his/her own actions.  Controls protect the honest user from unwarranted suspicion.  Without accountability, all personnel are suspect when something goes wrong.  Problems with information are usually caused by honest errors or omissions.  Controls help identify those who need help and limit the damage their mistakes can cause.

How can I protect the information in my work area?
We as users have become careless about the information in our work area because we all have authorized access to it.  But its important to prevent access by unauthorized visitors:

- Lock sensitive/classified documents in the safe or an approved container.

- Clear your desk of papers at the end of each working day.

- Don't discuss classified information in areas where it can be overheard.

- Establish a need to know before discussing any Information with other workers.

- Challenge unauthorized or unknown visitors.

- Store media in approved safes.

· Store print out classified data in approved storage containers.

How do I dispose of a diskette/magnetic tape/PC hard drive etc?

To dispose of a PC hard drive


1) Remove covers from the PC hard drive and remove the platters.

2) Send the platters to DNHN Helpdesk to have the platters degaussed.

3) Dip platters in acid, or scar the surface with gritty sandpaper then cut the

platters with tin snips.

4) Place the pieces in a burn bag.

To dispose of a tape or diskette

1) Degauss the tape.

2) Remount the tape or diskette and overwrite the media with the approved wipe program that writes 1s and 0s three (3) times.

How do I chose a password?
The entire idea of a password is to keep someone else from using your ID.  Here are passwords to avoid.

- Your name, nickname, initials,

- Your user identification code,

- Birthdays,

- Consecutive keys on a keyboard,

- Your telephone number.

Here are examples of good passwords.

- Combine letters and numbers (ejl295),

- Remove vowels from a common word.

Can I use my own computer for work related activities?
In order to use your own computer for Navy business a written request must be made to the DAA.  At no time will you be allowed to process classified material on your own system.

Can I make a copy of government owned software to use on my home computer?
Although the Navy has purchased the software, what we really buy with most packages is a license to use the software for one machine.  Unauthorized copying of software is a violation of the U.S. Copyright law.  It is critical that you check the terms of your license to make sure you are not violating the agreement with the vendor.


LOCAL AREA NETWORK PROTECTION

As many of you are aware networks are very vulnerable to attacks, by "hackers" simply playing around, "spies" with serious intent to compromise your system, "wacko-hackers" with intent to wipe out your system.

It is difficult to implement sufficient protection in our networks with budget cuts, inexperienced personnel and inadequate manpower but, with everyone trained to recognize these threats and implementing countermeasures to the best of our ability and budget, we should at a minimum discourage some of these threats.

Remote communications outside of the DNHN causes real threats that must be recognized.  Consider the following scenario:

EXAMPLE SCENARIO
Mr. S has downloaded a file onto a floppy disk and sent it to Mr. Y at SPAWAR.  Mr. S being security conscious picks up a new

disk from his security officer and downloads the data to that disk. He reviews his diskette for classified data and determines that since he did not download classified data there is none on the disk.  He delivers the disk to SPAWAR.  What is the problem?

ANSWER

All DOS files have hidden files, when Mr. S copied his UNCLASSIFIED file to his diskette, a trailer other wise called an appended file was also copied to the diskette.  The trailer was a

classified file that he may have been working on earlier in the day and was still in memory when he pulled the document to be copied to the diskette.  Mr. S was completely unaware that DOS performed in this manner 

APPENDIX E


GUIDELINES FOR NAVAL USE OF THE INTERNET

THE DOD AND DON ARE CURRENTLY IN THE MIDST OF WHAT IS COMMONLY CALLED THE INFORMATION EXPLOSION.  THE EXPONENTIAL GROWTH OF THE INTERNET AND THE WORLD WIDE WEB (WWW OR WEB) IS IN PART DUE TO THE EASE OF THE USE AND POPULARITY OF HYPERTEXT BROWSING APPLICATIONS.  HYPERTEXT INTERNET APPLICATIONS MAY IMPROVE MANY FACETS OF OUR OPERATIONS, AND PROVIDE AN EFFICIENT AND EFFECTIVE MEANS OF COMMUNICATION AND INFORMATION DISTRIBUTION.  THE NATIONAL INFORMATION INFRASTRUCTURE (NII) AND THE DEFENSE INFORMATION INFRASTRUCTURE (DII) HAVE AS A GOAL TO INCREASE THE EASE AND AVAILABILITY OF INFORMATION, BOTH WITHIN THE GOVERNMENT AND TO INFORMATION APPROVED FOR PUBLIC RELEASE AND ACCESSIBILITY BY THE PUBLIC.

EASY TO USE WEB BROWSERS AND SOFTWARE TOOLS TO EASE THE DEVELOPMENT OF DOCUMENTS WRITTEN IN HYPERTEXT MARKUP LANGUAGE (HTML) HAVE GIVEN RISE TO A PROLIFERATION OF WWW HOME PAGES ON THE INTERNET, INCLUDING MANY BY NUMEROUS NAVY COMMANDS OPERATING IN THE DOMAIN NAME NAVY.MIL. COUPLED WITH THEIR PROMISED BENEFITS HOWEVER, SERVICES SUCH AS WWW, HYPERTEXT TRANSFER PROTOCOL (HTTP), GOPHER, ANONYMOUS FILE TRANSFER PROTOCOL (FTP), AND OTHER OPEN ANONYMOUS INFORMATION SERVERS PRESENT POTENTIAL PROBLEMS:


(A) DEPENDING ON THE SIZE OF THEIR INFORMATION FILES AND THE EXTERNAL DEMAND FOR THESE FILES, SUCH SERVICES CAN CONSUME SIGNIFICANT NETWORK BANDWIDTH, AND SERIOUSLY DEGRADE NETWORK ERFORMANCE FOR OTHER SYSTEMS SHARING THE SAME NETWORK COMPONENTS, AND POTENTIALLY DEGRADE OR DENY ACCESS TO REQUIRED INFORMATION BY INTERNAL USERS.


(B) TO BE USEFUL, SUCH SERVERS MUST ACCEPT OUTSIDE USERS WITHOUT REQUIRING EITHER A LOCAL USER ACCOUNT OR PASSWORD. PROVIDING SUCH SERVICE CLEARLY ENTAILS SECURITY RISKS, RISKS TO WHICH THE DON MUST BE ESPECIALLY SENSITIVE BECAUSE MILITARY COMPUTER SYSTEMS ARE TRADITIONALLY HIGH PROFILE TARGETS.  THE CONNECTION OF NAVAL INFORMATION SYSTEMS AND NETWORKS TO UNCLASSIFIED PUBLICLY ACCESSIBLE COMPUTER NETWORKS AND INFORMATION SYSTEMS POSES A POTENTIAL THREAT TO NAVAL OPERATIONS.  WE CANNOT VIEW THESE CONNECTIONS AS RISK‑FREE.  THE POTENTIAL EXISTS NOT ONLY FOR UNAUTHORIZED PERSONS TO GAIN ACCESS TO NAVAL INFORMATION SYSTEMS, BUT FOR THE INADVERTENT DISCLOSURE OF CLASSIFIED, UNCLASSIFIED BUT SENSITIVE, AND PRIVACY INFORMATION, AND THE COMPROMISE OF NAVAL OPERATIONS AND ACTIVITIES AS WELL.  REQUIRING A LOCAL USER ACCOUNT OR PASSWORD PRIOR TO ACCESSING DATA AVAILABLE ON THE INTERNET IS NOT IN ITSELF A SUFFICIENT SAFEGUARD.  IT IS IMPERATIVE THAT THE DEPARTMENT OF THE NAVY ENDEAVOR TO EVALUATE THE RISK AND ENSURE THAT DUE CARE IS TAKEN TO MINIMIZE THE CHANCE OF COMPROMISE.

3.  IT IS FULLY APPROPRIATE FOR NAVAL COMMANDS TO ESTABLISH AND MAINTAIN INFORMATION SERVERS AND SERVICES ON THE INTERNET, INCLUDING WORLD WIDE WEB HOME PAGES WITH LINKS TO OTHER PAGES, PROVIDED THEY SUPPORT LEGITIMATE, MISSION‑RELATED ACTIVITIES OF THE NAVY AND MARINE CORPS, AND ARE CONSISTENT WITH PRUDENT OPERATIONAL AND SECURITY CONSIDERATIONS.  ONE TYPE OF LINK THAT MUST BE AVOIDED IS THE LINK TO A SPECIFIC VENDOR WHO IS SELLING SERVICES AND PRODUCTS TO THE GOVERNMENT, AS THAT TYPE OF LINK MAY GIVE THE APPEARANCE THAT THE DON IS ENDORSING THE PRODUCT OR SERVICE, OR SHOWING FAVOR TO A PARTICULAR VENDOR.  INFORMATION PLACED ON THE INTERNET, WITHOUT CONTROLS TO ELIMINATE OR PREVENT PUBLIC ACCESS, MUST BE CLEARED IN A MANNER CONSISTENT WITH THE PROCEDURES ALREADY IN PLACE FOR CLEARING "HARD" COPY INFORMATION.  IN MOST CASES, MATERIAL PROPOSED TO BE MADE AVAILABLE ELECTRONICALLY TO THE PUBLICLY ACCESSIBLE INTERNET MUST BE SUBMITTED THROUGH THE SAME PUBLIC AFFAIRS CHANNELS AS "HARD" COPY MATERIAL PROPOSED FOR PUBLICATION, (FOR NATIONAL RELEASE).


(A)COMMANDERS/COMMANDING OFFICERS MUST ENSURE THAT I0NFORMATION PROVIDED ON ANY OF THEIR INFORMATION SERVERS CONNECTED TO THE INTERNET, DOES NOT CONTAIN CLASSIFIED, UNCLASSIFIED SENSITIVE, OR PRIVACY INFORMATION, OR INFORMATION THAT COULD ENABLE THE RECIPIENT TO INFER CLASSIFIED OR UNCLASSIFIED SENSITIVE INFORMATION, EITHER FROM INDIVIDUAL SEGMENTS OF THE INFORMATION, OR FROM THE AGGREGATE OF ALL THE INFORMATION AVAILABLE.


(B) ANY INFORMATION PROVIDE THROUGH INTERNET SERVICES MUST BE

PROFESSIONALLY PRESENTED, CURRENT, ACCURATE AND FACTUAL, AND RELATED TO THE COMMAND'S MISSION.  COMMANDS MAY CHOOSE TO PRODUCE PERIODIC WRITTEN GENERAL GUIDELINES AND PARAMETERS FOR THEIR AUTHORIZED USERS OF UNCLASSIFIED PUBLICLY ACCESSIBLE COMPUTER NETWORKS SUCH AS THE INTERNET.  THIS GUIDANCE WILL INDICATE THOSE TOPICS (SUCH AS SENSITIVE INFORMATION ASSOCIATED WITH THE COMMAND'S MISSION OR FLEET OPERATIONS, OR OTHER SENSITIVE DON BUSINESS), WHICH MAY BE RESTRICTED OR PROHIBITED FROM BEING DISCUSSED PUBLICLY OVER NETWORKS.


(C) EACH WEB HOME PAGE WILL HAVE A DESIGNATED AUTHOR OR MAINTAINER WHO WILL BE RESPONSIBLE FOR THE CONTENT AND APPEARANCE OF THAT PAGE.  THE INDIVIDUAL'S NAME, ORGANIZATIONAL CODE, ORGANIZATIONAL PHONE NUMBER, EMAIL ADDRESS, AND DATE OF LAST REVISION WILL BE INCLUDED IN THE SOURCE CODE FOR THAT PAGE.  THE ORIGINATORS OF ANY MATERIAL PROPOSED FOR DISTRIBUTION OR POSTING TO A WEB HOME PAGE, ARE RESPONSIBLE FOR OBTAINING APPROVAL RELEASE, PRIOR TO SUBMITTING THE MATERIAL TO THE WEB SERVER ADMINISTRATOR.


(D) PUBLICLY ACCESSIBLE NEWSGROUPS, BULLETIN BOARDS, AND EMAIL MAILING LISTS THAT ARE OPERATED BY A COMMAND SHOULD ALSO REFLECT A HIGH LEVEL OF PROFESSIONALISM.  INDIVIDUAL USERS WHO SUBMIT EMAIL POSTINGS TO THESE NAVY AND MARINE CORPS OPERATED AND MAINTAINED PUBLICLY ACCESSIBLE NEWSGROUPS AND BULLETIN BOARDS, ARE NOT AUTHORIZED TO SUBMIT CLASSIFIED, UNCLASSIFIED SENSITIVE, OR PRIVACY INFORMATION. COMMANDERS/COMMANDING OFFICERS SHOULD ESTABLISH PROCEDURES FOR PERIODIC REVIEW OF THE CONTENT OF POSTINGS THAT HAVE BEEN MADE TO THESE NEWSGROUPS AND BULLETIN BOARDS OPERATED BY THEIR COMMAND TO ENSURE THE POSTINGS DO NOT BRING DISCREDIT TO THE COMMAND AND THE DON.  ALL NAVY AND MARINE CORPS EMAIL USERS SHOULD STRIVE TO ENSURE THAT THE CONTENT OF EMAIL MESSAGES REFLECT A HIGH LEVEL OF PROFESSIONALISM AND PERSONAL INTEGRITY.

4.  INFORMATION SYSTEMS SECURITY GUIDELINES:


(A)  ALL NAVAL INFORMATION SYSTEMS WITH SERVERS (INCLUDING WEB SERVERS) WHICH ARE CONNECTED TO UNCLASSIFIED PUBLICLY ACCESSIBLE COMPUTER NETWORKS SUCH AS THE INTERNET, WILL EMPLOY APPROPRIATE SECURITY SAFEGUARDS (SUCH AS FIREWALLS) AS NECESSARY TO ENSURE THE INTEGRITY, AUTHENTICITY, PRIVACY, AND AVAILABILITY OF A COMMAND'S INFORMATION SYSTEM AND ITS DATA.


(B) ALL INFORMATION SYSTEMS WITH SERVERS CONNECTED TO THE INTERNET MUST HAVE A FORMAL COMMANDER/COMMANDING OFFICER, OR DESIGNATED APPROVING AUTHORITY (DAA) AUTHORIZATION TO OPERATE.  IN ACCORDANCE WITH OPNAVINST 5239.1 (REF (E)), ALL SYSTEMS MUST RECEIVE SECURITY ACCREDITATION AND AUTHORIZATION TO OPERATE BY THE DAA PRIOR TO BEING PUT INTO OPERATION.  A NETWORK RISK ANALYSIS MUST BE CONDUCTED AS A PART OF THE OVERALL NETWORK SECURITY PLAN TO DETERMINE THE APPROPRIATE LEVEL OF SECURITY.  DON WAN/LAN SYSTEMS SECURITY ACCREDITATIONS MUST BE UPDATED TO REFLECT THE ADDITION OF, OR EXISTENCE OF, A WEB SERVER OR OTHER INTERNET INFORMATION SERVER.

5.  SINCE THE INTERNET IS OPEN AND LEGALLY ACCESSED BY THE WORLD‑WIDE PUBLIC, INFORMATION PRESENTED BY NAVAL COMMANDS IN THEIR HOME PAGES ON THE INTERNET WILL REFLECT ON THE DEPARTMENT OF THE NAVY'S PROFESSIONAL STANDARDS AND CREDIBILITY.  REGARDLESS OF HOW OR BY WHOM THESE PAGES ARE ACTUALLY DEVELOPED, THE APPEARANCE OF, AND THE ACCURACY, CURRENCY, AND RELEVANCE OF THIS INFORMATION WILL REFLECT DIRECTLY, OR INDIRECTLY, ON THE DEPARTMENT OF THE NAVY'S IMAGE.  INFORMATION RESIDING ON A SERVER WITH A NAVY.MIL DOMAIN OR USMC.MIL DOMAIN, OR ANY OTHER NAVY OR MARINE CORPS OWNED AND OPERATED SERVER, MAY BE INTERPRETED BY THE WORLDWIDE PUBLIC, INCLUDING THE AMERICAN TAXPAYER AND MEDIA, AS REFLECTING OFFICIAL DEPARTMENT OF THE NAVY, OR DEPARTMENT OF DEFENSE POLICIES OR POSITIONS.  THERE IS NO SUCH THING AS A PERSONAL OR UNOFFICIAL HOME PAGE ON A ".MIL" SERVER BECAUSE THESE SERVERS AND THE INFORMATION THEY CONTAIN ARE PROPERLY USED ONLY FOR OFFICIAL BUSINESS, AND IN AN OFFICIAL CAPACITY. COMMANDING OFFICERS SHOULD REVIEW ALL WEB HOME PAGES OR OTHER INTERNET INFORMATION SERVERS BEING OPERATED BY PERSONNEL AT THEIR COMMANDS, TO ENSURE COMPLIANCE WITH THE GUIDELINES NOTED IN THIS MESSAGE.

6.  ADDITIONALLY, MORE DETAILED TECHNICAL AND INFOSEC GUIDELINES PERTAINING TO DON USE OF THE INTERNET AND WEB SITE ADMINISTRATION CAN BE FOUND ON THE NAVY’S INFOSEC SITE WWW.INFOSEC.NAVY.MIL IN  THE PUBLICATION TITLED “DEPUTY SECRETARY OF DEFENSE WEB SITE ADMINISTRATION, POLICIES AND PROCEDURES”,DTD 24 NOVEMBER 1998. 
APPENDIX F

  DNHN FIREWALL POLICY











17 Apr 1997
MEMORANDUM FOR DISTRIBUTION

Subj:
DEPARTMENT OF THE NAVY HEADQUARTERS NETWORKS FIREWALL 

POLICY (97-2)

Encl:
(1) Typical Firewall Services

Connectivity to the wide area networks on both the classified (SIPRNET) and unclassified networks (NIPRNET and Internet) provide mission critical communications.   However, systems connected to these networks are highly susceptible to Information Warfare (IW) attacks.  The DNHN Designated Approval Authority (DAA), the Assistant for Administration Under Secretary of the Navy, is responsible for ensuring that the network maintain an acceptable level of risk against intrusion.  

To establish boundary protection from the harmful aspects of attaching to wide area networks while providing high performance communications links and services, firewalls have been implemented on both the unclassified and classified segments of the Department of the Navy Headquarters Networks (DNHN).  A firewall is the secure perimeter established around a network to enforce a network’s security policy. 

The firewall restricts access to and from the DNHN such that the risk of unauthorized penetration and unauthorized data transfer is minimized with only authenticated and or authorized services being allowed to pass through the firewall.  All Internet Protocol (IP) traffic is addressed to the firewall.  Traffic through the firewall is subjected to a process which verifies the source and destination of each packet.  This process changes the IP address of the packet to deliver it to the appropriate site within the network.  In this way, all IP addresses within the networks are protected from outside access and the structure of the internal networks is invisible to outside observers. 

Subj: 
DEPARTMENT OF THE NAVY HEADQUARTERS NETWORKS FIREWALL 

POLICY (97-2) cont.

The DNHN firewall has been implemented by the Space and Naval Warfare Systems Command with a configuration of a bastion host with an inner and outer router.  Firewalls are implemented with a combination of proxies, plugs and holes to ensure the connectivity of the network.  A proxy service (the most secure connection service) relays connections with varying degrees of security between external servers (outside the firewall) and internal clients.  The proxy will log and provide audit information.  A plug has no special capability for interpreting the protocol being passed through the firewall.  A plug performs auditing and some access control.  A hole permits traffic to flow directly through the firewall without protection.  It performs no security actions.  

The DNHN firewall has been implemented to forbid any service that has not been expressly permitted.  Before a service is allowed through the DNHN firewall, the firewall must be configured to allow it.

POLICIES

In order to provide reasonable protection for the network and provide proper access to electronic information, the following policies have been created for the establishment and maintenance of the DNHN firewall:
Network connections between the protected networks and the wide area networks shall flow through the firewall.  Any direct network connections between the protected networks and external networks (SIPRNET/NIPRNET/Internet) shall only be authorized after operational and security risks are weighed by the DAA.  Dial-out connections to external systems do not have to pass through the firewall if the connections are established across leased or dedicated lines to known locations. 

Only those services essential to the performance of an individual’s and/or site’s mission shall be allowed through the firewall.

The permission to employ interactive services (such as SQL Net) through the firewall shall be granted to a known set of hosts. 

All services passing through the firewall shall be proxied and/or filtered by the firewall.

It is preferred that all information required to pass through the firewall be passed via a proxy.  While this is not always possible every attempt will be made to ensure that this does happen.  In cases where proxies are not available plugs and holes will be used but their use will be kept to a minimum.  Current services which are supported by non-secure methods (holes) in the firewall shall be identified and transitioned to a more secure service as quickly as possible.

Subj: 
DEPARTMENT OF THE NAVY HEADQUARTERS NETWORKS FIREWALL 

POLICY (97-2)

USER SERVICES GUIDANCE
Enclosure (1) summarizes typical network services and strategies employed for the firewall.  The term “conditional” indicates that even when following the recommendation the risk associated with the service is significant.  Therefore, the service only should be allowed, if there is a critical need.

Users should use Enclosure (1) as a guide when planning to implement services that must traverse the firewall.  Enclosure (1) will be updated at least annually to provide users with up to date information for application development. 

Users that are planning new services that must traverse the firewall whether for long term implementation or temporary demonstrations should contact the DNHN Help Desk as soon as the

requirement is known.  Changes to the configuration of the DNHN Firewall shall be submitted and approved through the DNHN Configuration Control Board change process.

R. L. CARTER

Assistant for Administration

TABLE F-1

Typical Firewall Services
	Service
	Allow out
	Method
	Allow in
	Method

	SNMP
	Cond.
	Two Mgmt. stations, IP Address Filter
	Cond.
	Two Mgmt. Stations, IP address filter

	DNS
	Yes
	Split server
	Yes
	Split server

	NTP
	No
	
	No
	

	Syslog
	No
	
	No
	

	Finger
	Cond.
	Safe_finger
	No
	

	ICMP
	Cond.
	Block “echo reply,” “time to live exceeded,” “redirect.”
	Cond.
	Block “echo request,” “time to live exceeded,” “redirect.”

	NETBIOS
	No
	
	No
	

	NIS
	No
	
	No
	

	Routing Protocols
	No
	
	No
	

	SMTP
	Yes
	Secured Mail Forwarder
	Yes
	Secured mail forwarder

	X.400
	Cond.
	Generic Proxy
	Cond.
	Generic proxy

	X.500
	Cond.
	Generic Proxy IP Port Filter
	Cond.
	Generic proxy, IP port filter

	DMS
	Cond.
	Split server
	Cond.
	Split server

	POP
	Cond.
	Proxy
	Cond.
	Proxy

	NNTP
	Yes
	Generic Proxy
	No
	Supply an external server

	‘r’ commands
	Cond.
	Proxy
	Cond.
	Proxy with strong authentication

	TELNET
	Yes
	Proxy
	Yes
	Proxy with strong authentication

	X-Windows
	Cond.
	IP Address Filter
	No
	

	RPC
	No
	
	No
	


	HTTP
	Yes
	Proxy, IP address filter, Split Server
	Yes
	Proxy with strong auth., external server, split server

	Gopher
	No
	
	No
	

	WAIS
	Yes
	Proxy
	Cond.
	Split server

	Archie
	No
	
	No
	

	FTP
	Yes
	Proxy
	Cond.
	Proxy, strong authentication

	Anonymous FTP
	Yes
	Proxy
	Cond.
	External server

	TFTP
	No
	
	No
	

	NFS
	No
	
	No
	

	Printing
	Cond.
	Proxy
	No
	

	SQL*Net
	Yes
	Stateful packet filter
	Cond.
	Secure network service

	Talk
	No
	
	No
	

	IRC
	No
	
	No
	

	MBONE
	No
	
	No
	

	RealAudio
	No
	
	No
	

	Lotus Notes
	Yes
	Generic Proxy, IP Port Filter
	Yes
	Generic proxy, IP port filter


APPENDIX G

DNHN ORGANIZATIONS BY SERVER AND LOCATION

TABLE G-1

	
	
	DNHN Organizations by Server and Location
	
	3/15/99
	

	
	
	
	
	
	

	Org
	Server
	Location
	Org
	Server
	Location

	AAUSN
	W2FS1
	Pent
	N84
	W2FS1
	PT

	ASNC
	W2FS1
	Pent
	N85
	W2FS1
	Pent

	BCNR
	MEXFS1
	Annex
	N86
	PTFS3
	PT

	BUDGET
	CP5FS1
	CP5
	N87
	PTFS3
	Pent

	C4I
	MEXFS1
	Pent/PT
	N88
	W2FS1
	Pent

	CHINFO
	W2FS1
	Pent/Ana
	N885G
	WNYFS1
	WNY

	DDRTF
	WNYFS1
	WNY
	N89
	W2FS1
	Pent

	FMA
	W2FS1
	Pent/PT
	N91
	W2FS1
	PT

	FMC
	W2FS1
	Pent
	N93
	W2FS1
	PT

	FMB
	MEXFS1
	Pent
	N95
	PTFS3
	PT

	FMB
	W3FS1
	Pent
	N96
	W2FS1
	NOBSY

	HQMC
	MEXFS1
	Pent
	NAVARMS
	W3FS1
	CP5

	IE
	W2FS1
	Roslyn
	NCPB
	WNYFS1
	WNY

	INPO
	MEXFS1
	WNY
	NHC
	W2FS1
	WNY

	INPO
	WNYFS1
	WNY
	NOOK
	MEXFS1
	CNA Bldg

	JAG
	PTFS3
	PT
	OGC
	W2FS1
	WNY

	JAG
	W3FS1
	Pent
	OGCDGC
	W2FS1
	WNY

	MRA
	W2FS1
	Pent
	OGCLSSG
	WNYFS1
	WNY

	N00
	MEXFS1
	Pent
	OGCMGMT
	WNYFS1
	WNY

	N00
	W2FS1
	Pent
	OLA
	W2FS1
	Pent

	N09
	MEXFS1
	Pent
	OMIT
	W2FS1
	CAN Bldg

	N091
	MEXFS1
	Pent
	OPA
	W2FS1
	Pent

	N09B
	MEXFS1
	Pent
	OUSNASP
	W2FS1
	Pent

	N09B35
	W2FS1
	WNY
	RDA
	W3FS1
	Pent

	N1
	MEXFS1
	Annex
	SADBU
	WNYFS1
	WNY

	N2
	MEXFS1
	Pent
	SECNAVAD
	W2FS1
	Pent

	N3N5
	W2FS1
	Pent
	SHHRO
	MEXFS1
	CP5/Annex

	N4
	PTFS3
	PT
	SHHRO
	W2FS1
	CP5 Annex

	N42
	MEXFS1
	CS-2
	SN
	W2FS1
	Pent

	N45
	CP5FS1
	CP5
	SPD
	CP5FS1
	CP5

	N47
	PTFS3
	PT
	SSIE
	WNYFS1
	WY

	N6
	PTFS3
	PT
	SSSD
	W2FS1
	Pent

	N7
	W2FS1
	Pent
	TQL
	MEXFS1
	CAN Bldg

	N8
	W2FS1
	Pent
	TQL
	WNYFS1
	CAN Bldg

	N80
	W2FS1
	Pent
	TRAINING
	MEXFS1
	WNY

	N81
	MEXFS1
	Pent
	USN
	W2FS1
	Pent

	N81
	W2FS1
	Pent
	WHLO
	W2FS1
	Pent

	N83
	W2FS1
	Pent
	
	
	

	
	
	
	
	
	


APPENDIX H

REMOTE DIAL-IN POLICY AND PROCEDURES
H.1   CLASSIFIED DIAL-IN

Organizations requesting access to DNHN Classified network are required to submit the following letter(s) and Memorandum of Agreements to the DNHN DAA via the DNHN Security Office.  The procedural process and samples of the documents to be submitted are as follows:

H.1.1  LETTER TO THE REQUESTER

From:
Department of Navy Headquarters Network (DNHN)

To:
Distribution

Subj:
DNHN CLASSIFIED LAN ACCESS SECURITY REQUIREMENTS

Encl:
(1) MOA for Access to DNHN Classified System, by Site


(2) MOA for Access to DNHN Classified Computer System by Remote Users

1.  Remote users requiring access to the Classified LAN segment of DNHN are required to submit Procedural and Security information to Assistant for Administration, Under Secretary of the Navy (AAUSN).  This data is required for access approval to the system and for initiating user accounts. Enclosures 1 and 2 are attached to assist in developing this information.  Examples of the formats, forms, and data required are incorporated in the enclosures.

2.  All data should be submitted through DNHN Security for review and compliance with the OPNAV and SECNAV instructions.  The DNHN office will then forward the request on to the approving authority.

3.  Please submit MOAs both for Site and for Users with the requested information and replace the (Command) designator shown in the examples with your organization’s designator.

4.  If there are any questions regarding data requirements, contact the DNHN Information Management Security Officer at (202) 433-0640, FAX (202) 433-3290.

H.1.2  SUBMITTAL BY REQUESTER










(DATE)
From:
Command 

To:
Department of Navy Headquarters Network (DNHN) Designated

           Approving Authority                                                                                                         

Subj:
MEMORANDUM OF AGREEMENT FOR REMOTE ACCESS TO DNHN 

CLASSIFIED SYSTEM, BY SITE

Ref:
(a) DNHN INFORMATYION  SYSTEMS SECURITY PLAN

(b) SECNAVINST 5239.3

1. In accordance with references (a) and (b), this Memorandum of Agreement (MOA) is 

provided to delineate the DNHN Information Systems (IS) security responsibilities and safeguards required for access to the DNHN classified network. ​

2. As an organization with multiple sites connected to the Department of Navy Headquarters Networking (DNHN) classified network, (Command) agrees to comply fully with the provision of references (a) and (b), and will take prompt action to implement any future changes needed to assure IS security.  As part of this compliance, (Command) agrees to the following conditions:

a. All AIS media will be safeguarded in accordance with Appendix C to 


OPNAVINST 5239.1B.

b. Physical security measures will be implemented to guard against loss or damage from 

fire, water, intruders, environmental hazards and accidents.  The following measures are the absolute minimums for DNHN system:

· Rooms housing AIS equipment, housing stored data, or providing access to 

stored data must meet the physical security requirements of a strong room as defined in OPNAVINST 5510.36.

· Rooms housing no stored data and which can be logically disconnected from 

the DNHN must be securely locked (doors and   windows) and the equipment must be disconnected from the CPU during periods when the room is not occupied.



- Cipher and/or combination locks must be changed periodically.

MEMORANDUM OF AGREEMENT FOR ACCESS TO DNHN CLASSIFIED COMPUTER SYSTEM, BY SITE (cont.)

c. All security officials will be appointed in writing.  The names, codes and telephone 

numbers of the appointed security officials shall be provided to the DNHN ISSO with this site request.

d. All data hardcopy outputs and media will be labeled to the highest level of data 

contained within.

e. All TEMPEST requirements specified in OPNAVINST C5510.93E will be adhered to.

I certify that the security requirements identified in reference (a) and above have been met. (Command) agrees to notify the DNHN ISSO immediately of any change to the data processing environment.

_____________________________________________

(Command) ISSO Signature and Date

_____________________________________________

(Command) Physical Security Officer Signature and Date

Copy to:

DNHN ISSO (J. Scavetti)

DNHN ISSM (G. Wyckoff)









(DATE)
From:
Command

To:
Department of Navy Headquarters Network (DNHN) Designated

Approving Authority

Subj:
MEMORANDUM OF AGREEMENT FOR ACCESS TO DNHN

CLASSIFIED COMPUTER SYSTEM BY REMOTE USERS

Ref:
(a) DNHN INFORMATION SYSTEMS SECURITY PLAN

(b) SECNAVINST 5239.3

1.  In accordance with reference (a) and (b), this Memorandum of Agreement (MOA) is provided to each user to delineate the DNHN Information Systems (IS) Security responsibilities and safeguards required for access to the classified DNHN network.

2.  As a user of the DNHN (classified) IS systems, I understand that I am responsible and accountable for following all requirements of reference (a).  I am solely responsible for all access and actions carried out under my user identification/password.  As part of my responsibilities, I agree to the following conditions:

a. The requirements of references (a) and (b) will be met before access is requested.

b. The password will be kept confidential and will not be disclosed to anyone, will not be 

electronically stored, and will be committed to memory.

c. The password/logon identification key will not be transferred to anyone else due to 

reassignment or transfer or termination.

d. Use of DNHN will be limited to official government business.

e. Computer fraud will not be committed.  This includes but is not limited to:



- unauthorized input of false records or data into the system.

· unauthorized use of computer facilities (i.e., theft of computer  time), 

 including use of a user name or password other than one’s own.



- unauthorized alteration or destruction of information, files or equipment.



- introduction of unauthorized systems/software into the DNHN.

· introduction of viruses, worms or any other destructive program into the DNHN.

f. The ISSO or TASO will be immediately notified of suspected cases of computer 

fraud.

g. In the event of a compromise of a password, whether suspected or confirmed, the 

compromise will be immediately reported to the ISSO or TASO and the password will be modified.

h. Classified data will not be entered, displayed, or processed where visible to 

unauthorized personnel.

i. Security requirements will not be circumvented in order to obtain unauthorized 

access.

j. The ISSO or TASO will be notified in writing when access to the DNHN is no longer 

required due to reassignment, transfer or termination.

k. I will immediately access my DNHN user account after its issuance and modify the 

password.

l. The DNHN ISSO will be notified of changes to system configuration.

m. For classified DNHN access, I will submit a copy of my Interim Authority To 

Operate (IATO); an accreditation letter; or if outside CONUS, a TEMPEST Vulnerability Assessment Request (TVAR).

3.  The following information must be provided for access to be granted:


a.  User Name:  ___________________________________


     (Rank, DOD Status, Contractor): ____________________


     Address _________________________________________


     City _____________________     State ____  Zip _______


     SSN (Last Four): __________ Phone: ________________


     Clearance Level: ________________________________


b.  Command and Location: __________________________


     Code: __________________  Room: ________________


c.  Functional Sponsor: _____________________________


d.  Justification for requesting access (Need to know):


      ____________________________________________


      ____________________________________________


      ____________________________________________


e.  Means of Access (Dumb Terminal, STU III, modem, or LAN connection: 

                 ___________________________

            f.  STU III Key Identification:_______________________

                 STU III Number:_____________________


g.   Access Start Date: ___________ End Date: ___________

4.  I certify that the above information is correct to the best of my ability and I will comply with the terms of this agreement.  

_____________________________________________

Requester Signature and Date

I certify that the security requirements identified in reference (a) have been met and that the security clearance of the requester is correct.  I agree to notify the DNHN ADPSO immediately of any action taken to revoke or downgrade the requester's security clearance.

_____________________________________________

(Command) ISSO Signature and Date

PRIVACY ACT STATEMENT

OPNAVINST 5239.1B authorizes the collection of this information.  The only use of this information is by the ISSO and system management personnel to identify authorized users requesting access to DNHN resources.

This form is valid for one year from the date access is granted.  It must be renewed annually thereafter.  The original will be maintained in the ISSO office for two (2) years for record purposes.

POLICY NOTE FOR REMOTE USERS

The policy for connecting to the Classified LAN segment of the Department of Navy Headquarters Network (DNHN) for message/mail processing is as follows:
1. The following security documents must be on file with the DNHN LAN security point of 

contact, Mr. Joe Scavetti, at (202) 433-0640:

a.  Memoranda of Agreement (Site/User) renewed annually. 

b.  Tempest Vulnerability Assessment Request (TVAR), or an Interim Authority 

To Operate (IATO) letter, or a System Accreditation letter.

c.  Letter addressed to the Assistant for Administration, Under Secretary of the 

Navy (AAUSN) requesting connectivity.

2. Users are responsible for acquiring a STU III device and supplying the DOA and Key

Identification Number requested in the security agreement of the MOA.

3. Users requesting dial-in mail access must procure and be knowledgeable about the 

communications program.

4. It is the responsibility of the sender to know the mail addressee of the recipient.

5.  Special arrangements that do not conform to the above policies may be developed with 

some users.  These will be subject to review at three month intervals.

H.2  UNCLASSIFIED DIAL-IN
DNHN Network Unclassified Remote Dial-in Policy.  The Department of the Navy Information Network Program Office (DON INPO) is providing dial-in access to its customers. This policy specifies rules and responsibilities for users who request and are granted remote dial-in access privileges to the unclassified Department of Navy Headquarters Network (DNHN). DNHN users requiring remote access capability to perform their jobs are requested to submit the “Request for Remote Access” form which can be found on the DNHN INTRANET in the INPO Documents section, Appendix E, of the SOP or the INTERNET at  http://www.hq.navy.mil/inpo/publications under Remote Dial-in Policy to their supervisors for approval and faxed to DNHN Security to implement the access privileges. 

The following are the requirements for DNHN remote access.

a. Access Supported. The same basic functions granted to DNHN users on site will be granted on a remote dial-in basis. However, due to the limited number of dial-in lines currently available, users are encouraged to limit usage and work off line when possible. Remote usage of DNHN resources is for official Government business only and is subject to monitoring.

b. Access Not Supported. Remote access to DNHN resources protected by the firewall via commercial Internet Service Providers (ISPs); e.g., America Online, CompuServe, Prodigy, and others, is not authorized or supported. Current risks associated with allowing ISP access to the network behind the firewall creates an unacceptable risk to the security posture of the DNHN. 

c. System Requirements. The following configurations are required for DNHN remote access. It is the user's responsibility to assure that personal computers used for remote access meet these standards. DON INPO cannot provide any material or support for any necessary upgrades to meet these standards. 


i. PCs. The minimum machine requirements for PCs are a Pentium II 133 MHz processor with 16 MB of memory running Windows 95 or Windows NT, and possibly as much as 500 MB of space available on the hard drive.

ii. Macs. The minimum machine requirements for Macs are a 68030 processor and system 7.5 or newer, and possibly as much as 500 MB of space available on the hard drive.

iii. Modems. 28.8 kb/s modem (recommended speed). Slower modems will require significantly longer connection times and may also experience network time-outs.

d. Equipment Responsibilities. 

i. DON INPO-Provided Laptop Computers. As funding allows, DON INPO may provide laptops for distribution to approved DNHN users in the future. Any laptop computers provided by DON INPO will be pre-loaded with the necessary software for remote access to the DNHN.

ii. Personal and Other Government Laptop Computers. DON INPO will load software on personal laptops and laptops provided by government sources other than DON INPO for authorized users who need remote access to the DNHN. Preference will be given to installations where DON INPO can wipe the laptop software and load the standard configuration rather than working around existing laptop software. Users should ensure that they back up all working files prior to the installation The DNHN Customer Response Center has found that certain models perform better than others when dialing into the DNHN. Users should consult with their requirements officers prior to making purchases of laptops for dial-in to the DNHN. 

iii. Equipment Damage. Users of personal equipment assume the risk of any resultant equipment damage whether as the result of virus or other destructive programs or from other causes. DON INPO is not responsible for damage to personal equipment, software, or any resulting or related damage or loss suffered by the user. DON INPO will only replace defective connectivity software, provided that software was originally provided to the user by DON INPO. 

iv. Virus Protection. The standard DNHN anti-viral software will be loaded on DON INPO-provided laptops. The user assumes responsibility for using and maintaining updated anti-virus software on any NON-DON INPO equipment used. Anti-virus software is available on the DNHN.


e. Security. The following security requirements apply to all remote access users: 

i. Government Use Only. Use of DNHN/DON INPO resources is limited to official Government business. 

ii. Computer fraud. All suspected cases of computer fraud will be reviewed by either the Information System Security Officer (ISSO) or the Site Information System Security Officer (SISSO) (formerly the Automated Data Processing System Security Officer (ADPSSO)), who may refer any such case to the Naval Criminal Investigative Service for criminal investigation. 

iii. Passwords. User passwords will be kept confidential, will not be disclosed to anyone, and will not be electronically saved or stored. The password/logon identification key will not be transferred to anyone else due to reassignment, transfer, or termination. In the event of a compromise of a password, whether suspected or confirmed, please report the compromise to the ISSO. 

iv. Sensitive but Unclassified (SBU) Information. Please note that this policy applies only to unclassified data. For policies on accessing classified data, please see the DNHN ISSO. Users are reminded of their responsibility to ensure the security of any SBU (including privacy act) information which may reside on their remote user computer.

v. Unauthorized Access. Please do not circumvent security requirements to obtain unauthorized access.  Dialing into the DNHN using ADMIN or SERVICE accounts is strictly prohibited.
vi. User Termination of Account. Please notify the ISSO in writing when access to the DNHN is no longer required due to your reassignment, transfer or termination.

vii. Viruses. Please refer to the DNHN Standard Operating Procedures for a description of virus systems. If you experience any of these symptoms or detect or suspect that your DON INPO-provided laptop has been infected with a virus, notify the DNHN Customer Response Center. The user is responsible for applying anti-virus software to any data transferred to the DNHN. 

viii. Unauthorized Software. Please do not install any software not purchased or licensed by the Department of the Navy on any DNHN server, workstation or laptop computer without obtaining prior written approval.

f. Customer Response Center Support. DON INPO Customer Response Center personnel are available to provide support to remote users via telephone at (202) 433-0600. 


g. Revocation of Remote Access Privileges. Remote access privileges granted to users may be revoked, suspended, or altered at any time and without notice. 

R. L. CARTER Assistant for Administration




















































































































































�PAGE \# "'Page: '#'�'"  ��Joe I think this is DS3 or OC3.  Check with Sharon.  If it is it must be corrected.  There are different issues between T3 and OC3.


�PAGE \# "'Page: '#'�'"  ��Please talk about the ISCs and provide examples of the ISSO and ISC appointment letter here.


�PAGE \# "'Page: '#'�'"  ��Don’t think we are using Shielded twisted pair any more.  All of the class network I believe is on fiber.
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