Is TFWeb Portal moving the full application into the portal system?

No.  This is very important to understand.  Moving the application into the portal system violates a basic principle of TFWeb, to establish the accessibility of applications to all Navy personnel regardless of the application location and the user location.  To achieve this, TFWeb is providing access to applications, or portions of applications (called web-services), using existing commercial web standards.  The application owner currently selects the web-service provided to the portal system or Program of Record (POR) based on the POR requirements.  The applications providing the web-services remain with the application developer and/or POR.  The application owner is responsible for providing the Service Module to the TFWeb Portal that provides access to the application.  This Service Module is used to integrate the application into the TFWeb Portal.  Service Modules must be provided to the TFWeb Portal team for testing in the “Beta” system prior to installing the Service Module into the “Pilot” operational system.

How is an application integrated into the TFWeb portal?

The application owners provide a Service Module to the TFWeb Portal.  The Service Module provides the connection information similar to a web front end used by applications by the portal to connect to the application.  A Service Module provides the interface between the portal and the application. It is installed in a Service Repository (a.k.a. Remote Module Server, the conceptual name given the BEA and Microsoft IIS servers). The Service Module is called by the portal through a portal connector template (PCT). The Service Module returns the content to be displayed to the portal. In it’s simplest form, the Service Module does the following:

For Hyperlink Integration: (Level One Integration)

The service module contains HTML or XML/XSL that displays a hyperlink, descriptive text, and images to the portal user. A user would click on the hyperlink and a new window is displayed through which the user interacts with the target application.

For Presentation Integration: (Level Two Integration)

The service module contains HTML or XML/XSL that establishes the link to the first page of the target application. This can be either a hyperlink to the logon page or a redirect to the first page. The application is proxied through the use of the portal hyperlink re-write capability.

This means any hyperlinks generated by the application and returned by the Service Module to the TFWeb portal must be clearly identifiable as hyperlinks.  Any hyperlinks generated by client side logic (sometimes referred to as “generated on the fly”) will not be proxied through the portal and will cause the application to be considered as a level 1 integration because the user will be redirected around the portal. 

For Application/Data Integration: (Level Three Integration)

The service module contains the logic necessary to proxy the interaction between the portal and the application. This should be assumed to be a stateless interaction. The basic logic is as follows:

1. Parse the PRIData block. 
The PRIData is passed in an HTTP header variable and contains metadata describing the service (from the Enterprise Registry and Portal Registry) and the user. Use of this data is optional.

2. Request information from the application. 
Make whatever request is necessary to the target application to support the service.

3. Receive the information from the application.
Receive the data from the application response to the request from step 2.

4. Format the information to be returned to the portal.
Data to be presented to a portal user is formatted in HTML or XML/XSL for display in a portal pane. The formatted data is returned to the PCT using normal HTTP response protocols.

Service Module Description

The intent of the portal system architecture and design is to minimize changes to existing web access to applications.  The TFW goal is to have the applications achieve a the level 3 integration.  These Service Modules may be written in ASP, JSP, or CGI script.  They will receive a standard HTTP request and respond using a standard HTTP response.  For the legacy applications, these Service Modules are the same basic modules that are used to gain web access to the applications today.  Changes required to the Service Module are minimal for level 1 and level 2 integration.  The most significant change to the Service module is with level 3 integration.  The level 3 changes add the PRIData block describing the service in the HTTP header (step 1 above) and format of the data for XML output (step 4 above).

What is the Portal Connector Template?

The Portal Connector Template (PCT) is the standard code that executes in the TFWeb portal to manage interaction between the portal and the Service Repository (a.k.a. Remote Module Server). This is provided by TFWeb and does not need to be modified or provided by an application developer. It was created to ensure that application developers did not have to code portal product specific interfaces into the Service Module. As such, no knowledge of the PCT is required by the application.  The PCT implements the following logic:

The PCT and it's parameters is what is published in the portal for a service. To clarify the logic we are implementing for the PCT:

1. The PCT is called by the portal with the service key and any service specific parameters. 

2. The PCT looks up the service key in the registry.  The service key is generated at the time a service is registered.

3. The PRIdata is built based on information from the registry and portal roles. This XML is added to the HTTP header.

4. The RMS/Service Module is called with the PRIData and any service specific parameters.

5. The HTTP result code of the return data in the HTTP response is queried.

6. If there was an authorization problem (40x) then the form is displayed to request access.

7. If another error is returned, it is passed on.

8. If content is returned from the Service Module, then the mime type is examined. If the result is XML/XSL, the parser is called to return HTML. 

9. The HTML is run through the hyperlink re-write filter code, which prepends the call to the PCT code to all identifiable URI's.

10. The result is returned to the portal for display.

The PCT is standard code and is called for ALL Service Modules.

What does an application owner need to provide for Service Module (“Beta”) testing?

The Service module is a standard web-interface script such as JSP, ASP, or CGI.  Future Service Modules can and should be Java based applications or component technology applications such as .NET or J2EE.  For legacy applications that are currently tied to a web server, these Service Modules should already exist and migration to the TFWeb Portal should require a minimal amount of effort.  Modifications to the Service Module that provides level 2 or level 3 integration into the TFWeb Portal are the responsibility of the application owner and/or Program of Record.  Only the Service Module, not the application itself, should be provided to TFWeb for “Beta” testing.  The application owners are not required to be present for the testing but are encouraged to have a single point of contact available for questions to ensure any potential difficulties encountered are not due to the application.  If access to the application cannot be provided to the TFWeb test personnel due to sensitivity and/or personnel account requirements, then the application owner will need to provide personnel to log onto the application during the testing process.  To facilitate this, the application owner and/or Program of Record are encouraged to establish a guest account or provide the TFWeb test personnel access to the application. 

Service Module “Beta” Testing Process

The Service Registration Package should be submitted by an authorized representative of the Echelon II command via email to the Application Migration Customer Service (AMCS) POC and should address the issues listed below. Portions of existing documents may be submitted as part of the memo to prevent unnecessary duplication of effort, however the submission should be organized to provide the following information. Guidance is provided in section 12.3 of the Developer’s Guide on the package review process

· An Interim Authority to Operate (IATO) or Authority to Operate (ATO) from the appropriate Designated Approval Authority (DAA) for the software developer is required for each web service provided through the portal.  It is assumed that this already exist for the web services that will be integrated into the beta and pilot portal system.  However, it is up to the application owner to determine if modifications and re-submittal of the System Security Authorization Agreement (SSAA) for the application is required.  If an IATO/ATO does not exist, the application owner is responsible for the writing and submission of the SSAA. 

· NMCI Request for Service (RFS) form for NIPRNET applications

· Migration plan to level 3 integration with appropriate milestones (separate document)

· Test plan and cases included.

· Waiver for level 1 integration included (if applicable)

· Service Registry Meta-data.

· Description of portal service to be integrated

· The URL of the service to be integrated

· The Owner of the service to be integrated (lead development organization)

· The taxonomy category under which the service will be listed.

· Point(s) of contact information for user access.  This information should include names, phone numbers, email addresses 

· Any parameter information required by the service

· Target User Community (role/platform/location)

· Service versioning information

· Service Repository Package and Installation Documentation 

· Access control (ACL). 

· Temporary login with access to non-administrator portions of the application - if a level 1 or 2 application,.

· Summary of previous testing accomplished.

· Configuration of local application servers or remote module servers and estimated number of concurrent users supported by the service.

· Documentation of application data structures and data interfaces.

· Migration plan - if application/data overlap has been identified.

· Migration plan - if XML not in compliance with Navy standards is in use.

Testing will take place at both NMCI and IT-21 beta labs for NIPRNET and at an IT-21 beta lab for SIPRNET applications. Testing will require access to the target application. This can be through ID’s provided by the application owner, or through on-site personnel, provided by the application owner, who have access to the application. This is necessary to verify that application test cases can be executed and to ensure that application behavior is “portal friendly”.

What happens during Service Module (“Beta”) testing?

1. The AMCS POC submits service package to Beta Lab POC.  The package will include the following items:

· Certification of Ready to Migrate

· Registry Meta-data

· Service module package

· Access control list
· Test plan and test cases

· List of flat name space id of users to whom access should be granted through the service module

2. Description of any special application functionality that will be required and/or testedThe Beta Test Team schedules a time for testing of the application service module.

3. The Beta Test Team creates the test plan, incorporating the test cases submitted with the package.

4. The Beta Test Team installs the web service module and configures the Portal and Repository module according to the information from the Registration Checklist.

5. The Beta Test Team performs the tests. The Navy claimant prior to the beginning of testing must identify any special or additional test requirements. If IDs cannot be provided to the testing team, application owners must provide personnel on site to access the application.
6. Below are some of the criteria against which applications will be tested in the Beta Lab. 
a. Service – Application protocols: Does the service module use a supported protocol.

b. Conformance to the TFWeb Look and Feel policies and guidelines.

c. Presentation should support the appropriate media formats (e.g., graphics, audio, animation, compression, etc.). 

d. Functionality

e. Standard HTTP error return codes will be returned in case of an exceptional or abnormal condition.
f. “Portal Friendliness” (pop-up windows, unmanaged links, etc)
g. Security

h. Application developers must provide local security at the application level.
7. If the Service Module fails any test cases or if its performance impacts that of the Portal environment the application will not pass the Beta Test.  In this case the AMCS POC is notified with specific reasons for failure.  AMCS may request support from AMTS to remediate any technical issues preventing approval.

8. If the Service Module passes the Beta Test an approval letter will be sent to the AMCS POC.

9. Once approved the application will either progress to the NMCI Certification process if the service will function across NIPRnet or, if it will function on SIPRnet only, it is then reviewed by the TFWeb Governance for approval for promotion to the production portal.

