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SUBJECT: DoD Combatting Terrorism Program Standards

References: (a) DoD Directive 2000.12, "DoD Combatting Terrorism Program,"

September 15, 1996.

(b) DoD O-2000.12-H, "Protection of DoD Personnel and Activities Against Acts of Terrorism and Political Turbulence," February 1993. 

(c) DoD Instruction 5210.84, "Security of DoD Personnel at U. S. Missions Abroad," January 22, 1992.

(d) "Memorandum of Understanding Between the Department of State and the Department of Defense on Security on the Arabian Peninsula," September 15, 1996.

(e) Joint Publications 1-02, 3-10, 3-07.2.

Note: A complete set of AT/FP references is listed in ref (a).

 

1. PURPOSE

 

1.1. This Instruction implements policy, assigns responsibilities, and prescribes procedures under reference (a) for protection of personnel and assets from acts of terrorism and political turbulence. Reference (b) is a guide to assist DoD Components to implement this instruction and reference (a).

 

2. APPLICABILITY

 

1. This instruction applies to the Office of the Secretary of Defense (OSD), the Military Departments (including the Coast Guard when it is operating as a Military Service in the Navy, and the National Guard when it is Federalized), the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department of Defense, the Defense Agencies and the DoD Activities (hereafter referred to collectively as "the DoD Components"). The term "Military Services," as used herein, refers to the Army, the Navy, the Air Force, and the Marine Corps. 

 

2. The standards in this document apply only to the DoD antiterrorism portion of the force protection program.

 

3. DEFINITIONS 

 

3.1. Antiterrorism (AT) Defensive measures used to reduce the vulnerability of individuals and property to terrorist acts, to include limited response and containment by local military forces. 

 

3.2. Antiterrorism/Force Protection Plan (AT/FP Plan) An AT/FP Plan is the specific measures taken to establish and maintain an AT/FP Program.

 

3.3. Antiterrorism/Force Protection Program (AT/FP Program) An AT/FP Program seeks to reduce the likelihood that DoD-affiliated personnel, their families, facilities, and materiel will be subject to a terrorist attack, and to mitigate the effects of such attacks should they occur. 

 

3.4. Combating Terrorism (Cb-T) Actions, including antiterrorism and counterterrorism, taken to oppose terrorism throughout the entire threat spectrum. 

 

3.5. Counterterrorism (CT) Offensive measures taken to prevent, deter, and respond to terrorism. 

 

3.6. DoD Terrorism Threat Analysis Methodology See DoD O-2000.12-H for an explanation of the DoD Terrorism Threat Analysis Methodology.

 

3.7. Force Protection (FP) Security programs designed to protect Service members, civilian employees, family members, facilities, and equipment in all locations and situations, accomplished through the planned and integrated application of combating terrorism, physical security, operations security, personal protective services, and supported by intelligence, counterintelligence, and other security programs.

 

3.8. Incident Response Plan A set of procedures in place for dealing with the effects of an incident.

 

3.9. Threat Analysis In Antiterrorism, threat analysis is a continual process of compiling and examining all available information concerning potential terrorist groups which could target a facility. A threat analysis will review the factors of a terrorist group's existence, capability, intentions, history, and targeting, as well as the security environment within which friendly forces operate. Threat analysis is an essential step in identifying the probability of terrorist attack and results in a threat assessment. 

 

3.10. Threat Assessment The product of a threat analysis for a particular unit, installation, or activity. 

 

3.11. Threat Assessment Plan The process used to conduct a threat analysis and develop a threat assessment.

 

4. POLICY

 

4.1. It is DoD policy under reference (a):

 

4.1.1. To protect DoD personnel and, their families, facilities, and other material resources from terrorist acts.

 

4.1.2. To establish this instruction as the primary standards document for antiterrorism/ force protection (AT/FP) efforts of the Department of Defense, supplemented by guidance contained in DoD Publication O-2000.12-H.

 

4.1.3. That a commander’scommanders at all levels have the authority to enforce security measures and responsibility to protectare responsible for protecting persons and property remains paramountsubject to his or her control. Nothing in this document shall detract from, or conflict with, the inherent and specified authorities and responsibilities of DoD Components and commanders. 

 

5. RESponsibilities

 

5.1. Specific responsibilities for AT/FP are outlined in reference (a), DoD Directive 2000.12, "DoD Combatting Terrorism Program."

 

5.2. The Assistant Secretary of Defense for Special Operations and Low-Intensity Conflict under the Under Secretary of Defense for Policy shall:

 

5.2.1. Ensure compliance with this instruction by all DoD activities reporting directly to the Secretary of Defense.

 

5.2.2. Develop, publish, and maintain this instruction to provide standards for protective measures that serve to reduce the vulnerability of DoD personnel and their families to terrorist acts.

 

5.2.3. Be the point of contact for DoD with the Department of State for the standards contained in this instruction and be responsible at the departmental level for resolving with the Department of State any conflicts between any DoD Component and any United States Country Team with respect to such standards.

 

5.3. The Heads of the Other DoD Components shall: 

 

5.3.1. Ensure compliance with this instruction.

 

5.3.2. Ensure compliance with the standards as contained in enclosure 2.

 

5.3.3. Identify the level of command (i.e., the specific subordinate commanders) required to meet these standards.

 

6. PROCEDURES

 

1. 6.1. All DoD Components shall utilize the standards contained in enclosure 1 to implement the DoD Antiterrorism/Force Protection policies within their organizations.

 

effective date

 

This directive is effective immediately.

 

 

 

 

H Allen Holmes

Assistant Secretary of Defense for

Special Operations and Low-Intensity Conflict

 

 

Enclosures - 2

1. DoD Cb-T Program Standards 

2. Background 

 

ENCLOSURE 1

 

DoD Combatting-Terrorism Program Standards

 

E1.1. The standards required to implement DoD policy are: 

 

E1.1.1. DOD STANDARD 1: DoD Antiterrorism and Force Protection Policy

Combatant Commanders, Chiefs of Service, and Directors of DoD Agencies and Field Activities (CINC/Service/Agency) are responsible for the implementation of DoD Antiterrorism/Force Protection (AT/FP) policies within their organizations.

 

E1.1.2. DOD STANDARD 2: Development of CINC/Service/Agency standards

 

CINC/Service/Agencies shall use standards contained herein as a baseline to develop specific standards with CINC/Service/Agency-unique requirements to fully implement their AT/FP program.

 

E1.1.2.1. As a minimum, these standards should address the following areas:

 

E1.1.2.1.1. AT/FP plans, Threat Assessment plans, and Incident Response plan.

 

E1.1.2.1.2. Procedures to identify physical security requirements and to program for resources necessary to meet security requirements.

 

E1.1.2.1.3. New construction.

 

E1.1.3. DOD STANDARD 3: Assignment of AT/FP Operational Responsibility

 

CINC/Service/Agencies shall clearly establish operational responsibility for AT/FP for all units and individuals whether permanently or temporarily assigned. When the responsibilities for force protection of the CINC/Service/Agencies overlap and are not otherwise governed by law or specific DoD policy, the affected parties may resolve the conflict by executing an appropriate memorandum of agreement.

 

E1.1.4. DOD STANDARD 4: AT/FP Coordination in Overseas Locations

 

E1.1.4.1. CINC/Service/Agencies in overseas locations shall coordinate their AT/FP efforts with host nation authorities and the U.S. Country Team as appropriate. DoD Intelligence and Counterintelligence elements shall coordinate their activities in support of AT/FP plans and programs through established DoD procedures. (Reference (c))

 

E1.1.4.2. CINCs, with geographic responsibilities, shall coordinate force protection matters with Chiefs of Mission (COMs), for countries within their area of operations, and with functional CINCs and Defense Agencies whose forces are stationed in or transit the CINC’s AOR. (Reference (c))

 

E1.1.4.3. In those countries in which the Chief of Mission (COM) has force protection responsibilities for DoD elements not assigned to a commander in chief of a geographic command, the State Departments Overseas Security Policy Board (OSPB) security standards shall apply. (Reference (c))

 

E1.1.4.4. The Director of the Defense Intelligence Agency acting as DoD’s executive agent for diplomatic security matters, through the United States Defense Representative (USDR), shall ensure that non-CINC assigned DoD elements, whose force protection responsibility rests with the COM, comply with OSPB standards. (Reference (c))

 

E1.1.4.5. In those countries covered by the Memorandum of Understanding between the Department of State and the Department of Defense on Security on the Arabian Peninsula dated 15 September, 1996, Reference (d), or any subsequent written agreement between DoS and DoD based on this MOU, the designated DoD representative for resolution of disputes with DoS officials is the Deputy Assistant Secretary of Defense for Policy and Missions (DASD (P&M)). CINCs who have concerns about Department of State standards shall bring them to the attention of the DASD (P&M) through the Joint Staff.

In those countries in which the Chief of Mission (COM) has force protection responsibilities for forces not assigned to a commander in chief of a geographic command, CINC/Service/Agencies shall determine whether the COM’s program is adequate under DoD standards, and, if it is not, shall 

E1.1.5. DOD STANDARD 5: Comprehensive AT/FP Program Development and Implementation

 

CINC/Service/Agencies shall develop and implement a comprehensive AT/FP program for personnel under their respective control designed to accomplish all the standards contained in this document. The program shall include a series of well-defined plans that describe and implement the program. 

 

This document does not specify the format for AT/FP plans. However, plans shall clearly describe force protection measures. These plans should be written from the CINC level down to the installation level for permanent operations or locations, and in operations orders (OPORDS) for temporary operations or exercises. As a minimum, these plans shall include: 

 

E1.1.5.1. Procedures to collect and analyze terrorist threat information, threat capability, and vulnerabilityies, and vulnerabilities to terrorist attacks;

 

E1.1.5.2. Procedures for enhanced antiterrorism protection; and

 

E1.1.5.3. Procedures for responding to terrorism incidents.

 

E1.1.6. DOD STANDARD 6: Periodic High Level Review of Comprehensive AT/FP Programs 

 

Commanders (as indentified in paragraph 5.3.3 of this instruction, hereinafter referred to as "commanders") shall schedule a higher headquarters level assessment of their installations and AT/FP Programs at least once every three years.

 

AT/FP programs shall be subject to constanttinual evaluation in order to avoid complacency and to gain benefit from experiences from other assessments. Evolving terrorism threats, changes in security technology, development and implementation of alternative concepts of peacetime operations, and changing local conditions make periodic review essential. CINC/Service/ Agencies should review lower echelon AT/FP Programs at least once every three years to ensure unity of AT/FP efforts throughout their AORs or subordinate commands. 

 

E1.1.7. DOD STANDARD 7: Application of DoD Terrorism Threat Analysis Methodology 

 

Commanders shall use the DoD Terrorism Threat Level classification system to identify the terrorism threat in a specific overseas country. 

 

E1.1.7.1. The DoD Terrorism Threat Level classification system is a set of standardized terms used to quantify the level of terrorism threat on a country-by-country basis. The threat level terms are Negligible, Low, Medium, High, and Critical. The system evaluates the threat using the following threat analysis factors: existence of a terrorist group, history, capability, intentions, targeting, and security environment (see ref b).

 

E1.1.7.2. The Defense Intelligence Agency (DIA) sets the DoD general terrorism threat level identifying the potential risk to U. S. personnel in a particular country. The DoD threat level applies whether or not U.S. personnel are present in the country. CINCs, with geographic responsibilities, may also set terrorism threat levels for personnel, units, and installations in countries within the CINC’s area of responsibility. Commanders shall use their threat analysis as the basis for developing plans and programs to protect assets within their AOR. Threat levels are estimates with no direct relationship to specific threat conditions (THREATCONS). Threat levels should not be confused with threat conditions.

 

E1.1.7.3. Effective application of the Terrorism Threat Level classification system requires an integrated terrorism threat analysis, incorporating information collection and analysis from all sources, coupled with a thorough understanding of the six threat analysis factors. Threat analysis factors must be viewed in the context of the specific security environment pertaining to individuals, deployed units, facilities and installations resident in the country being analyzed. An integrated terrorism threat assessment uses information on terrorist existence, history, capability, targeting, intentions, and security environment to understand the details of individual, unit, facility, and installation vulnerability to a specific form of terrorist attack. 

 

E1.1.8. DOD STANDARD 8: Threat Information Analysis

Commanders shall task the appropriate organizations under their command to gather, analyze, and disseminate terrorism threat information as appropriate.

 

E1.1.8.1. Identifying the potential terrorism threats to DoD personnel and assets is the first step in developing an effective AT/FP program. Commanders at all levels who understand the threat can assess their ability to prevent, survive, and respond to an attack. 

 

E1.1.8.2. A thorough threat assessment requires the analysis of all available information on terrorist activities. In addition to tasking appropriate agencies to collect information, commanders at all levels shall ensure that personnel under their command properly report information on individuals, events, or situations that could pose a threat to the security of DoD personnel and resources. 

 

E1.1.9. DOD STANDARD 9: Terrorism Threat Assessment Plan 

 

Commanders shall prepare a terrorism threat assessment plan for their area of responsibility.

 

E1.1.9.1. CINC/Service/Agencies shall designate which subordinate commanders shall prepare these assessment plans. This normally applies to installation commanders and above. 

 

E1.1.9.2. The terrorism threat assessment is the tool which commanders use to arrive at a judgment of risk and consequences of terrorist attack. Commanders shall integrate threat information prepared by the intelligence community, technical information from security and engineering planners, and information from other sources to prepare their assessments. Terrorism threat assessments shall be the basis and justification for recommendations on force protection enhancements, program/budget requests, and the establishment of THREATCONS. 

 

E1.1.10. DOD STANDARD 10: Threat Information Flow 

 

Commanders at all levels shall forward throughout the chain of command or line of authority as appropriate all information pertaining to terrorist threats, or acts of terrorism involving DoD personnel or assets in their AOR. 

 

E1.1.10.1. The pattern of terrorist surveillance, targeting and planning is best recognized through sharing of information. These efforts shall include the chain of command and the interagency process at the appropriate level.

 

E1.1.10.2. CINC/Service/Agencies shall designate which subordinate commanders shall coordinate with appropriate government agencies. This ensures awareness of terrorism threat information available through agencies such as the FBI, local law enforcement, and the regional security officer in American Embassies.

 

E1.1.11. DOD STANDARD 11: Development of THREATCON Levels 

 

Commanders at all levels shall develop a process, based on terrorism threat information and/or guidance from higher headquarters, to raise or lower THREATCON levels. 

 

E1.1.12. DOD STANDARD 12: Coordination of THREATCON Measures Implementation

 

CINC/Service/Agencies shall ensure that THREATCON transition procedures and measures are properly disseminated and implemented by subordinate commanders within their AOR.

 

E1.1.13. DOD STANDARD 13: Local Terrorism Threat Response Measures

 

Commanders at all levels shall develop measures or actions for each THREATCON level utilizing at least the minimum number of measures/actions enumerated for each THREATCON as listed in Chapter 5 of reference (b). These measures will change as the threat situation increases from THREATCON Normal to THREATCON Delta. 

 

E1.1.13.1. Commanders at all levels shall establish local measures to supplement DoD O-2000.12-H procedures to transition between THREATCONS. Whereas Terrorism Threat Levels are intelligence judgments on the likelihood of terrorist attack, THREATCONS are graduated categories of measures or actions commanders take to protect personnel and assets from attack.

 

E1.1.13.2. Commanders at all levels may set a local THREATCON. Subordinate commanders may raise but not lower a higher level commander’s THREATCON. 

E1.1.14. DOD STANDARD 14: Physical Security Vulnerability Assessments 

 

Commanders shall prepare a terrorism physical security vulnerability assessment for facilities, installations, and operating areas within their area of responsibility. The assessment will address the broad range of physical threats to the security of personnel and assets and shall be conducted at least once every three years.

 

Physical security vulnerability assessments will normally occur at the installation commander level and above. These assessments should consider the range of identified and projected terrorism threats against a specific location or installation personnel, facilities and other assets. The assessment should identify vulnerabilities and solutions for enhanced protection of DoD personnel and resources. 

 

E1.1.15. DOD STANDARD 15: Physical Security and Force Protection Plan

 

Commanders at all levels shall develop and implement a physical security plan, as part of the AT/FP program, that incorporates facilities, equipment, trained personnel, and procedures into a comprehensive effort designed to provide maximum antiterrorism protection to personnel and assets. Where there are multiple commanders at an installation, the Installation Commander is responsible for coordinating the physical security plans for all units on the installation.

 

E1.1.15.1. Physical security against terrorism threats requires an integrated approach. A well-designed physical security system is capable of performing the following functions: detection, assessment, delay, denial, notification, and response. It should include provisions for the use of physical structures, physical security equipment, security procedures, response forces and emergency measures sufficient to achieve the desired level of force protection and consequence management.

 

E1.1.15.2. Commanders should review all AT/FP program plans at least annually, or when the terrorism threat level changes. This will ensure the design and implementation of the physical security portion of the AT/FP Program is consistent with local terrorism threat conditions and addresses the need for potential enhancements. 

 

E1.1.16. DOD STANDARD 16: Physical Security Training and Exercises

 

Commanders at all levels shall exercise the physical security and force protection plan and terrorism incident response plan to determine their ability to protect personnel and assets against terrorist attack and the consequences of a successful terrorist attack.

 

E1.1.17. DOD STANDARD 17: Baseline Force Protection Posture 

 

Commanders at all levels shall routinely review the effectiveness of daily physical security measures under THREATCON NORMAL.

 

Employment of DoD standards contained in this instruction become more applicable as commanders prepare for and implement responses to increases in THREATCON levels. However, effective THREATCON NORMAL procedures and associated daily physical security operations are the foundation for successful antiterrorism efforts. 

 

E1.1.18. DOD STANDARD 18: AT/FP Guidance for Off-Installation Housing 

 

Commanders shall ensure DoD personnel assigned to Medium, High or Critical Terrorist Threat Level areas, and not provided on-installation or other government quarters, are furnished guidance on the selection of private residences to mitigate risk of terrorist attack. Commanders shall include coverage of private residential housing in AT/FP plans where private residential housing must be used in Medium, High or Critical Threat areas. 

 

The best protection for individuals is an awareness of the threat and the willingness to take the steps necessary to reduce threat exposure. Proper selection of private residences can help reduce vulnerability. 

 

E1.1.19. DOD STANDARD 19: Residential Security Assessments for Off-Installation Housing 

 

Commanders in Medium, High or Critical Terrorist Threat Level areas shall conduct physical security assessments of off-installation residences for permanently assigned and temporary-duty DoD personnel. Based on the assessment results, commanders shall provide AT/FP recommendations to residents and facility owners, and as ownerappropriate, will recommend to appropriate authorities the construction or lease of housing on an installation or in safer areas. 

 

E1.1.19.1. Complete residential security assessments in medium, high or critical threat areas as soon as personnel have identified and are entering into contract negotiations for the lease or purchase of a residence. Residences overseas are more apt to install gratis security enhancements prior to the consummation of a contract.

 

E1.1.19.2. The off-installation assessment should use the same terrorism threat, risk, and vulnerability criteria as that used to assess the safety and security of occupants of other facilities or installations housing DoD personnel on installations in the AOR. 

 

E1.1.20. DOD STANDARD 20: AT/FP MILCON Considerations

 

CINC/Service/Agencies shall establish AT/FP guidelines for new construction to counter terrorism threat capabilities within the AOR.

 

E1.1.21. DOD STANDARD 21: Facility and Site Evaluation/Selection Criteria 

 

Commanders shall develop a prioritized list of AT/FP factors for site selection teams. These criteria shall be used to determine if facilities, either currently occupied or under consideration for occupancy by DoD personnel, can adequately protect occupants against terrorism attack. 

 

Circumstances may require the movement of DoD personnel or assets to facilities the U.S. Government has not previously used or surveyed. Antiterrorism force protection standards shall be a primary consideration in evaluating the suitability of these facilities for use. 

 

E1.1.22. DOD STANDARD 22: Pre-deployment AT/FP Vulnerability Assessment 

 

CINC/Service/Agencies shall ensure thaconduct a pre-deployment AT/FP vulnerability assessment is conducted for all units prior to deployment. Commanders shall implement appropriate force protection measures to reduce risk and vulnerability.

 

Commanders shall direct AT/FP measures to be implemented that reduce risks before, during, and after deployment. Assessments and the subsequent implementation of standards must occur in a timely manner, and should be incorporated in pre-deployment planning and training. Pre-deployment assessments should assist commanders in updating AOR specific training and in obtaining necessary physical security materials and equipment to implement protective measures.

 

E1.1.23. DOD STANDARD 23: Designation of an AT/FP Officer 

 

CINC/Service/Agencies shall ensure that an AT/FP Officer, responsible to the Commander for AT/FP requirements, is assigned at each installation or base, and deploying organization (e.g., battalion, ship, squadron).

 

E1.1.23.1. All military deploymentsCommanders at all levels who deploy with their unit outside the United States, and its territories, and possessions shall have an AT/FP Officer/Non-Commissioned Officer (NCO), or equivalent, assigned as the Commander’s AT/FP subject matter expert and advisor. This individual shall ensure each person within the unit is aware of the terrorism threat, and is trained to employ methods to reduce risk or mitigate the effects should an attack occur. 

 

E1.1.23.2. Table E1-1 outlines training requirements for the AT/FP Officer/NCO. If threat levels rise above Threat Level Negligible within the Continental United States, its territories or possessions, appropriate Level I training is required.

 

E1.1.23.3. Individuals may become qualified to administer Level I training within their units using two methods:

 

E1.1.23.3.1. Attending formal Level II training that teaches its POIis based on the core curriculum of the John F. Kennedy Special Warfare Center and School's (JFKSWCS) Antiterrorism Instructor Qualification Course, with additional instruction that reviews current AT/FP publications and identifies methods for obtaining area of operations (AOR)-specific terrorism threat analyses, updates, and warnings. 

 

E1.1.23.3.2. Commanders may qualify individuals who are subject matter experts and have received formal training in antiterrorism force protection individual protection (i.e., military/security police, special agents, etc., who have received specific formal training in this area). These individuals may be individually exempted by the Commander from the Level II training outlined in Table E1–1 as long as they receive the additional training that reviews current AT/FP publications and identifies the methods for obtaining AOR-specific updates.

 

 

E1.1.24. DOD STANDARD 24: General Requirement for Antiterrorism Awareness Training 

 

CINC/Service/Agencies shall ensure that all assigned personnel receive the appropriate training for individual antiterrorism awareness prior to deploying or traveling outside the United States, its territories and possessions. The individual’s records shall be updated in accordance with DoD Component policy. Family members should receive similar training prior to traveling outside the United States, its territories and possessions on official government orders.

 

E1.1.24.1. Individual security awareness and individual force protection training are essential elements of an overall force protection program. Each individual must share in this responsibility by ensuring alertness and the application of personal protection measures.

 

E1.1.24.2. The greatest loss of life inflicted by terrorist attacks on DoD personnel has resulted from improvised explosive devices (IED) attacks. Therefore, training programs should include instruction on recognizing and reporting IEDs concealed IEDs (e.g., in packages and motor vehicles).

 

E1.1.24.3. Family members traveling outside the United States, its territories and possessions on official business, i.e., on a permanent change of station move, should receive this training as part of their pre-departure requirements. Furthermore, the Commander should encourage family members to receive AT/FP awareness training during any form of travel outside the United States, its territories and possessions.

 

E1.1.24.4. Training for medium and high tMedium, High or Critical Threat countries must meet the requirements of the CINC with responsibility for that country. If United States territories Threat Levels rise above negligible, Level I training is required, as appropriateThreat Levels rise above negligible in the Continental United States or its territories or possessions, Level I training is required.

 

E1.1.24.5. Table E1-1 describes training required by this standard. 

 

Table E1-1. Pre-deployment and Career Development AT/FP Training Requirements

 

	Level of Training
	Target Audience
	Minimum Training Standard

	Level I (Negligible/ Low Threat)

 

 

Conduct

Conducted within six months prior to travel
	Military, DoD Civilians, and their family members deploying or traveling on government orders to Negligible or Low Terrorist Threat Level Areas.
	1. Viewing the Service-selected personal awareness video.

2. Issuance of JS Guide 5260 "Service Member’s Personal Protection Guide: A self-help Handbook to Combatting Terrorism" and "Antiterrorism Individual Protective Measures" folding card. (Local reproduction of both is authorized.)

3. Recent AOR update for area of travel.

	Level I (Med/High Threat)

 

Conduct

Conducted within six months prior to travel
	Military, DoD Civilians, and their family members deploying or traveling on government orders to Medium or Higher Terrorist Threat Level Areas.
	1. A Program of Instruction (POI) based on the applicable chapters and appendices of DoD O–2000.12–H, delivered by a qualified instructor.

2. Issuance of JS Guide 5260 "Service Member’s Personal Protection Guide: A self-help Handbook to Combatting Terrorism" and "Antiterrorism Individual Protective Measures" folding card. (Local reproduction of both is authorized.)

3. Recent AOR update for area of travel.

	Level II

AT/FP Officer
	AT/FP Officers/ non-

commissionedcommissioned officers, or equivalent, who are then qualified to serve as the AT/FP advisor to the Commander and provide Level I Instruction.
	Resident instruction provided by Services. 

1. POI based on core curriculum of the JFKSWCS Antiterrorism Instructor Qualification Course:

• Introduction to Terrorism

• Terrorist Operations

• Detecting Terrorist Surveillance

• Individual Protective Measures

• Hostage Survival

• Threat Levels and THREATCONS

2. Reference Review of applicable AT/FP publications

3. Methods available for obtaining AOR-

specificspecific updates for deployment/travel area

4. Service-directed modules on other aspects of AT/FP such as physical security requirements, technology updates, etc.

Graduates will have basic understanding and materials to provide Level I instruction and support their Commanders in conduct of the unit’s AT/FP program and related issues.

	Level III
	O-5/O-6 Commanders
	Conducted in Service pre-command pipelines and in accordance with DoD 2000 Series documents. Include viewing SECDEF/CJCS AT/FP video, directive/reference review, and Service-specific modules.

 

 

	Level IV

 

 
	O-6 to O-8 Commanders/ personnel, selected by Service/ CINC/DoD Agency who are responsible for AT/FP programs or involved in AT/FP policy, planning and execution
	Executive-level seminar providing pertinent current updates, briefings, panel discussion topics. Seminar will conclude with a tabletop AT/FP wargame aimed at facilitating interaction and discussion among the participants.


 

 

E1.1.25. DOD STANDARD 25: AOR-Specific Training Requirements for All DoD Personnel 

 

Combatant Commanders with geographic responsibilities shall ensure that all DOD personnel entering their AOR have been provided country-specific information on antiterrorism protection. 

 

E1.1.25.1. Combatant commanders with geographic responsibilities have significant responsibilities for protecting personnel within their AOR. Individuals traveling outside the United States, its territories and possessions for either permanent or temporary duty shall complete the prescribed general AT/FP awareness training and specific AOR training prior to travel. Combatant commanders will make AOR specific antiterrorism protection information available to Military Departments, supporting CINCs, and DoD Agencies and Field Activities in support of this training. This information can be provided through multiple means including CINC publications, message and computer homepages.

 

E1.1.25.2. Commanders receivingat all levels who receive individuals that are not properly trained shouldall report the deficiency through the chain of command.

 

E1.1.26. DOD STANDARD 26: Training for High Risk Personnel and High Risk Billets

 

Combatant Commanders with geographic responsibilities shall ensure personnel designated as personnel at high risk to terrorist attack and personnel assigned to high risk billets receive appropriate AT/FP training prior to assuming duties. 

 

E1.1.26.1. CINCs have been given substantial AT/FP responsibilities for DoD personnel in their AORs assigned to high risk billets or as personnel at high risk to terrorism attack. These individuals are eligible for advanced AT/FP training. In some instances, the training may be extended to include family members. 

 

E1.1.26.2. Whenever possible, this training should be conducted by the Services prior to arrival in theater.

 

E1.1.27. DOD STANDARD 27: Training for Hostage and Kidnap Situations 

 

Commanders shall ensure DoD personnel and dependents assigned to Medium and High Threat locations are given guidance, at least annually, on appropriate conduct in the event they are taken hostage or kidnapped. 

 

E1.1.28. DOD STANDARD 28: Terrorism Incident Response Plan 

 

Installation commanders shall prepare installation-wide terrorism incident response plans. These plans shall include procedures for determining the nature and scope of post-incidence response measures, and plans to reconstitute the installation's ability to perform AT/FP measures. 

 

E1.1.28.1. Response plans should address the full scope of an installation’s response to a terrorism incident. The nature of the response will depend on many factors. The character of operations underway at the time of the terrorist incident will have significant bearing on the scope, magnitude, and intensity of response. 

 

E1.1.28.2. Response plans should include emergency response and disaster planning/ consequence management for installation/base engineering, security, logistics, medical, mass casualty response, transportation, personnel administration, and local/host nation support. In addition, special circumstances imposed by the nature of a terrorist attack may require broader analyses to include higher levels of authority or command. Terrorist use of weapons of mass destruction or terrorist attacks on host country dignitaries while visiting DoD installations will require immediate close coordination with higher command.

 

E1.1.29. DOD STANDARD 29: Inclusion of Off-Installation Personnel in Terrorism Incident Response Plans 

 

Commanders shall ensure Terrorism Incident Response plans contain current residential location information for all DoD personnel and their dependents assigned to Medium, High or Critical Terrorism Threat Level areas. Such plans should provide for enhanced security measures and/or possible evacuation of DoD personnel and their dependents. 

 

Commanders in Medium, High or Critical Terrorism Threat Level areas may need to include special security arrangements to protect DoD personnel and their dependents living on the civilian economy. Close coordination with other U.S. Government agencies and host nation is essential to ensure effective allocation of security resources and protection of DoD personnel.

E1.1.30. DOD STANDARD 30: Executive Protection and Protective Services 

 

Commanders shall be familiar with treaty, statutory, policy, regulatory, and local constraints on the application of supplemental security measures for executives.certain high-ranking DoD officers who are entitled to additional protection as a result of his or her position. Commanders shall take necessary measuresmeasures necessary to provide appropriate protective services for executivesuch individuals in high risk billets and high risk personnel in their AOR. Review and revalidation of protective services will occur on at least an annual basis.

 

E1.1.30.1. Commanders should ensure individuals requesting supplemental security measures are aware of constraints and understand their individual responsibilities in accepting additional security measures. Commanders should ensure individuals receiving supplemental security measures have completed antiterrorism training, are cleared for assignment to billets, facilities, or countries requiring such protection, and have been thoroughly briefed on the duties of protective service personnel. 

 

E1.1.30.2. Reviews of supplemental security needs should be undertaken within 30 days of a change in the terrorist threat level assigned to an AOR containing high risk billets or to which high risk personnel have been assigned. 

 

E1.1.31. DOD STANDARD 31: Potential Threat of Terrorist Use of Weapons of Mass Destruction 

 

CINC/Service/Agencies shall develop estimates for potential terrorist use of Weapons of Mass Destruction (WMD) in their AOR. Reports throughout the chain of command shall be processed immediately when significant information is obtained identifying organizations with WMD capabilities operating in their AOR. 

 

E1.1.32. DOD STANDARD 32: Vulnerability Assessments for Terrorist Use of WMD 

 

Commanders shall assess the vulnerability of installations, facilities, and personnel within their AOR to terrorist use of WMD. Such assessments will address potential use of chemical, biological or radiological agents.

 

E1.1.33. DOD STANDARD 33: Mitigation of Terrorist Use of WMD 

 

Commanders at all levels shall take appropriate measures to protect DoD personnel and reduce the vulnerability to terrorist use of WMD. Commanders shall exercise appropriate applicable measures as part of an antiterrorism force protection program.

 

E1.1.34. Table E1-2 associates standards from this instruction with the existing DoD O-2000.12-H (ref b). Using the handbook and draft changes should provide commanders sufficient guidance to implement their programs. 

Table E1-2. AT/FP Standards and Associated Chapters/Appendices from DoD O-2000.12-H

	DoD Standard
	Chapter and Number
	Related Appendices

	1. DoD Antiterrorism and Force Protection Policy 
	Chapter 1, 3
	See also Ref (a)

	2. Development of CINC/Service/Agency standards
	 
	 

	3. Assignment of AT/FP Operational Responsibility
	Chapter 3
	See also Ref (a)

	4. AT/FP Coordination in Overseas Locations
	Chapter 1 2 - 14
	 

	5. AT/FP Program Development and Implementation
	Chapter 5-13, and 15, 16
	C, D, E, 

	6. Periodic Review of AT/FP Program 
	 
	 

	7. Application of DoD Terrorist Threat Analysis Methodology 
	Chapter 5
	BB

	8. Threat Information Collection and Analysis
	Chapter 5 
	C, D, E, BB 

	9. Terrorist Threat Assessment Preparation 
	Chapter 5 
	C, D, E, BB

	10. Threat Information Flow 
	Chapter 5 
	BB

	11. Development of Local THREATCON Levels 
	Chapter 5
	BB

	12. Coordination of THREATCON Measures 
	Chapter 5
	BB

	13. Local Terrorist Threat Response Measures 
	Chapter 8
	F, G, I, K, L, M, O, BB

	14. Physical Security Vulnerability Assessments 
	Chapter 7
	C

	15. Physical Security and Force Protection Plan
	Chapter 7
	C

	16. Physical Security Training and Exercises 
	Chapter 7
	Q, T, BB

	17. Baseline Force Protection Posture 
	Chapter 7
	 

	18. AT/FP Guidance for Off-Installation Housing 
	Chapter 11
	O, P

	19. Residential Security Assessments for Off-Installation Housing 
	Chapter 110
	C

	20. AT/FP MILCON Considerations
	 
	 

	21. Facility and Site Evaluation/Selection Criteria 
	Chapter 10
	C

	22. Pre-deployment AT/FP Vulnerability Assessment 
	Chapter 18
	 

	23. General Requirement for Antiterrorism Awareness Training
	Chapter 12
	F, Q, W

	24. Designation of FP/AT Officer 
	 
	 

	25. AOR-Specific Training Requirements for All DoD Personnel 
	Chapter 12
	F, I, K, L, M, N, O, P, Q, R, T

	26. Designation of High Risk Positions and High Risk Billets 
	Chapter 13
	 

	27. Training for Hostage and Kidnap Situations 
	Chapter 14
	U, V

	28. Terrorist Incident Response Plan 
	Chapter 15
	BB

	29. Inclusion of Off-Installation Personnel in Terrorist Incident Response Plans 
	Chapter 15
	BB

	30. Executive Protection and Protective Services 
	Chapter 13
	G, H, N

	31. Potential Threat of Terrorist Use of Weapons of Mass Destruction (WMD)
	See WMD App in Change 2 to DoD 0-2000.12-H
	 

	32. Vulnerability Assessments for Terrorist Use of WMD 
	See WMD App in Change 2 to DoD 

0- 0-2000.12-H 
	 

	33. Mitigation of Terrorist Use of WMD 
	See WMD App in Change 2 to DoD O-2000.12-H
	 


 

