OPNAV INSTRUCTION 3300.55   

From:  Chief of Naval Operations

To:
  All Ships and Stations (less Marine Corps field addressees not having Navy personnel attached)

 Subj:  NAVY COMBATING TERRORISM PROGRAM STANDARDS

 Ref:   (a) SECNAVINST 3300.3

       (b) SECNAVINST 3300.2

       (c) OPNAVINST 3300.53

       (d) OPNAVINST 3300.54

       (e) OPNAVINST 5530.14C

       (f) SECNAVINST 5500.34

       (g) Interim DoD AT/FP Construction Standards of 16 DEC 99

       (h) SECNAVINST 5520.3B

 Encl:  (1) Navy Combating Terrorism Program Standards

       (2) Exceptions, Waivers, and Variances to Program Standards

 1.  Purpose.  To implement policy and prescribe procedures under references (a) through (h) for protection of personnel and assets from acts of terrorism and political turbulence.

 2.  Applicability.  This instruction applies to the U.S. Navy, Naval Reserve and Navy civilians and their respective family members, resources, facilities equipment and ships.  It also applies to non-Navy tenants residing on naval installations and bases.

 3.  Definitions 

     a.  Antiterrorism (AT).  Defensive measures used to reduce the vulnerability of individuals and property to terrorist acts, to include limited response and containment by local military forces.

       b.  Antiterrorism/Force Protection Plan (AT/FP Plan).  A plan that documents the specific measures taken to establish and maintain an AT/FP Program. 

       c.  Antiterrorism/Force Protection Program (AT/FP Program).  A program that seeks to reduce the likelihood that DoN-affiliated personnel, their families, facilities, and material will be subject to a terrorist attack, and to mitigate the effects of such attacks should they occur. 

      d.  Combating Terrorism (CbT).  Actions, including antiterrorism and counterterrorism, taken to oppose terrorism throughout the entire threat spectrum.

      e.  Counterterrorism (CT).  Offensive measures taken to prevent, deter, and respond to terrorism.  

      f.  Force Protection (FP).  Security programs designed to protect Service members, civilian employees, family members, facilities, and equipment in all locations and situations, accomplished through the planned and integrated application of combating terrorism, physical security, operations security, personal protective services, and supported by intelligence, counterintelligence, and other security programs.  

      g.  Incident Response Plan.  A set of procedures in place for dealing with effects of an incident.

      h.  Risk Management.  The process of identifying, evaluating, selecting, and implementing actions to reduce risk.  Using Risk Management as a decision making tool allows commanders to take a disciplined approach to a complex, and often subjective decision, which balances the likelihood of an incident occurring and the impact of the incident if it occurs.

      i.  Threat Analysis.  In antiterrorism, threat analysis is a continual process of compiling and examining all available information concerning potential terrorist activities by terrorist groups which could target a facility.  A threat analysis will review the factors of a terrorist group’s existence, capability, intentions, history, and targeting, as well as the security environment within which friendly forces operate.  Threat analysis is an essential step in identifying the probability of terrorist attack and resources in a threat assessment.

    j.  Threat Assessment.  The product of a threat analysis for a particular unit, installation, or activity.

 4.  Policy
      a.  To protect Navy personnel, their families, facilities and other material resources from terrorist acts.

      b.  To establish this instruction as the primary standards document for the Navy’s AT/FP efforts, supplemented by guidance in references (a) through (f).

      c.  That commanders at all levels have the authority to enforce security measures and are responsible for protecting persons and property subject to his or her control.

      d.  Nothing in this document shall detract from, or conflict with, the inherent and specified authorities and responsibilities of naval components and commanders.

 5.  Responsibilities
      a.  Director, Antiterrorism and Force Protection (CNO (N34)) shall:

          (1) Develop Force Protection strategy, policy, procedures, doctrine and tactics; provide program-implementing guidance; and review and evaluate the Navy Force Protection Program.

          (2) Establish Force Protection training/education requirements and ensure that the preparation, development, dissemination and implementation of appropriate training/education programs are consistent with Department of Defense (DoD) policy.

          (3) Evaluate Force Protection related budget requests, provide assessments and establish priorities to resource sponsors for funding based on Navy-wide needs.  

          (4) Work with Antiterrorism/Force Protection sponsor (N4 in coordination with N09B, N095, N1, N2, N7, N85, N86, N87, N88) to assess all AT/FP requirements for active and reserve forces afloat and ashore to develop a Program Objective Memorandum Baseline Assessment Memoranda (POM-BAM).

        (5) Serve as the Navy’s focal point for Force Protection Integrated Vulnerability Assessment and Force Protection Readiness Reviews, including policy, doctrine, training, education and exercises. 

          (6) Develop, prepare and disseminate terrorist threat awareness, personal protection and travel security education/briefing packages for installation/base orientation programs and pre-departure awareness education of personnel ordered overseas.

          (7) Coordinate and deploy Chief of Naval Operations (CNO) Integrated Vulnerability Assessment and Force Protection Readiness Review Teams.

      b.  Deputy Chief of Naval Operations (Logistics) (CNO(N4)) shall:

          (1) Ensure appropriate funding to adequately equip and train security forces, provide facility protective measures, to defend against Weapons of Mass Destruction and support plans to correct deficiencies.
         (2) Ensure that all new construction projects are reviewed using references (a) through (g) to mitigate terrorist threat capabilities.
         (3) Ensure that facilities and site evaluation/selection criteria are applied to determine Force Protection suitability as a primary consideration.

     c.  Director of Naval Intelligence (CNO(N2)).  Coordinate intelligence activities in support of AT/FP plans and programs through established DoD and Department of the Navy (DoN) procedures.

      d.       Deputy Chief of Naval Operations (Resources, Warfare Requirements and Assessments)(CNO (N8)) shall:

 
     
(1) Review Force Protection Program financial and manpower decisions and evaluate their impact on the Navy program efforts.  Recommend program adjustments to VCNO or program sponsors in order to restore or maintain overall AT/FP program balance.

           (2) Assess the AT/FP BAM as a part of the Integrated Warfare Architecture (IWAR) analysis and incorporate the results into CNO’s Program Assessment Memorandum.

     e.  Director, Naval Criminal Investigative Service (DIRNAVCRIMSERV) shall:

           (1) Operate a 24 hour-a-day Naval Antiterrorism Alert Center (NAVATAC) to receive, evaluate and disseminate all relevant data on terrorist activities, trends and indicators of potential attack against DoN assets.

          (2) Publish Travel Security Advisories (TSAs), using NAVATAC Weekly Summaries, to inform commanding officers of DoD-designated High and Potential Physical Threat Countries, high crime rate cities and Department of State Travel Advisories.
          (3) Maintain a master file of designated High-Risk Billets.  Provide Executive Protection and protective services, when necessary, for individuals in high-risk billets and high-risk personnel.  Review and revalidate protective services annually.
          (4) Maintain liaison on terrorism investigations and counterintelligence collection with federal and host nation law enforcement, security and intelligence agencies, including those of foreign and U.S. military departments in order to develop threat assessments and provide them to commanders/commanding officers. 

          (5) Provide AT/FP Program management and technical services to support CNO (N34) antiterrorism/force protection policies and coordinate related physical security and law enforcement guidance.
       f.  Surgeon General of the Navy (CNO (N093)).  Develop policy, procedures, and program implementing guidance for care of casualties resulting from Weapons of Mass Destruction. 

       g.  Commander, Naval Reserve Force 

           (1) Establish procedures for dissemination of terrorist threat information to Naval Reserve units, facilities and activities.

           (2) Implement policies and guidance consistent with this instruction to include planning, programming and budgeting for Force Protection projects and programs.

         (3) Per reference (g), ensure that Force Protection features for facilities are included in the planning and design of Naval Reserve military construction and special projects. 

          (4) Identify Reserve forces available to support AT/FP for naval operations.  

       h.  Chief of Naval Education and Training

          (1) Implement training and education programs consistent with the Force Protection Standards contained in enclosure (1).

          (2) Incorporate Level I training in all accession programs including Naval Reserve Officer Training Corps (ROTC) units. 

         (3) Incorporate Level III training for all Prospective Commanding Officers (PCO)/Prospective Executive Officers (PXO) at the Command Leadership School.
         (4) Incorporate AT/FP training in Master-at-Arms ‘A’ School, Navy Law Enforcement Specialist (NEC 9545) Course and Navy Security Officer Course, to include Force Protection Officer certification.

         (5) Coordinate with CNO (N34) to ensure that the Office of Secretary of the Defense (OSD), Joint Chiefs of Staff (JCS) and Navy AT/FP criteria are met.   

      i.  Commander, Naval Facilities Engineering Command.  Per ref (g), develop guidelines on force protection issues for the planning, design, and construction of naval installations and facilities to reduce the vulnerability of Navy personnel to terrorist attacks.  These guidelines include information on installation planning, engineering design and construction techniques that can preclude or minimize the effects of terrorist attacks on existing and future facilities.  

      j.  Fleet Commanders in Chief (FLTCINC’s)

          (1) Implement policies and guidance consistent with this instruction to include planning, programming and budgeting for Force Protection projects and programs.

          (2) Implement appropriate training/education programs consistent with the Force Protection Standards contained in enclosure (1).

          (3) Ensure that Antiterrorism/Force Protection are factors considered in the planning and design of Military Construction projects.

      k.  Commander, Military Sealift Command

          (1) Implement policies and guidance consistent with this instruction to include planning, programming and budgeting for Force Protection projects and programs.

          (2) Implement appropriate training/education programs consistent with the Force Protection Standards contained in enclosure (1).

       l.  Installation, base, activity, unit, and ship commanding officers 

          (1) Implement policies and guidance consistent with this instruction to include planning, programming, and budgeting for Force Protection projects and programs.

          (2) Implement training and education programs consistent with the Force Protection Standards contained in enclosure (1).

          (3) Ensure that AT/FP are factors considered in the planning and design of Military Construction projects and ship modifications.
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NAVY COMBATING TERRORISM PROGRAM STANDARDS

 

1.1  The standards required to implement Navy policy are:

 

1.1.1.  STANDARD 1:
Navy Antiterrorism and Force Protection Policy

 

The Director, Anti-terrorism/Force Protection Division (N34) is responsible for development and implementation of Antiterrorism/Force Protection (AT/FP) policy.  Echelon 2 commanders are responsible for implementation of Navy AT/FP policies in their commands, subordinate commands.

 

1.1.2  STANDARD 2:  Development of Navy standards

 

Commanders/Commanding Officers shall use standards contained herein as a baseline to develop specific standards unique to their mission to fully implement the AT/FP Program (ashore and afloat). 

 

1.1.2.1.  As a minimum, standards should address the following areas:

 

1.1.2.1.1.
AT/FP Plans, including an Incident Response Plan; emergency alerting system; weapons of mass destruction; consequence management; Level I and Level II training certification (Standard 25), crisis management; exercises/drills; mass casualty  preparedness exercises.

 

1.1.2.1.2.
Procedures to identify physical security requirements and to program resources necessary to meet security requirements.

1.1.2.1.3.
New Construction/ship construction.

 

1.1.3  STANDARD 3:  Assignment of AT/FP Operational Responsibility.  AT/FP is an inherent function of command.  When the responsibilities for Force Protection of the Echelon 2 commanders overlap and are not otherwise governed by law or specific DoD policy, the affected parties may resolve the conflict by executing an appropriate memorandum of agreement.  

 

1.1.4  STANDARD 4:  AT/FP Coordination in Overseas Locations

 

1.1.4.1.
Navy commanders in overseas locations shall coordinate their AT/FP efforts with the responsible unified Commander in Chief, cognizant Navy component commander, host nation authorities, and the U.S. Country Team, as appropriate. 

 

1.1.4.2.
Navy intelligence and counterintelligence elements shall coordinate their activities in support of AT/FP plans and programs through established DoD procedures.

 

1.1.4.3.                       Whenever possible, formal written coordination clearly  defining responsibilities between local installations and local and host-nation authorities will be completed for AT/FP responsibilities.  These should take the form of Memorandums of Understanding or Agreement between installations and local civilian agencies (law enforcement, medical, fire, etc) with regard to AT/FP support and incident response.

 

1.1.4.4.
In those countries where the Chief of Mission (COM) has Force Protection responsibilities for DoD elements not assigned to a commander in chief of a geographic command, the Department of State’s (DoS) Overseas Security Policy Board (OSPB) security standards shall apply.  Although DoS standards apply while in-country, DoD standards still apply for pre-deployment and transit.

 

1.1.4.5.
The Director, Defense Intelligence Agency, acting as DoD’s Executive Agent for diplomatic security matters, through the United States Defense Representative (USDR), ensures that non-CINC-assigned DoD elements, whose Force Protection responsibility rests with the COM, comply with OSPB standards.

 

1.1.4.6.
In those countries covered by the DoD/DoS Memorandum of Understanding of 15 Sep 1996, or any subsequent agreement between DoS and DoD based on this MOU, the designated DoD representative for resolution of disputes with DoS officials is the Deputy Assistant Secretary of Defense for Policy and Missions (DASD (P&M)).  Overseas naval commands shall coordinate with the appropriate naval component commander or the geographic CINC regarding all matters or concerns about DoS standards.  The geographic CINC has responsibility for coordinating efforts with host nation/U.S. Country Team, but may share this coordination responsibility with component commanders.

 

1.1.5  STANDARD 5:
Comprehensive AT/FP Program Development and Implementation

 

Commanders/Commanding Officers who exert operational control shall develop and implement a comprehensive AT/FP Program that accomplishes all the standards in this document for personnel under their control.  The program shall include a series of well-defined plans that describe and implement the program.  This instruction does not specify the format for AT/FP Plans.  However, plans shall be written at every level that clearly direct Force Protection responsibilities and define procedures and measures to effectively manage all contingencies.  As a minimum these plans should include:

 

1.1.5.1.
Procedures to obtain terrorist threat information:  Review  threat assessments posted to SIPRNET/INTERLINK by the Naval Criminal Investigative Service and information available from appropriate Joint Intelligence Center/Joint Analysis Center to obtain general threat information; or contact the servicing Naval Criminal Investigative Service office or the Naval Antiterrorist Alert Center (NAVATAC) to obtain a tailored threat assessment.

 

1.1.5.2.
Procedures for enhanced antiterrorism protection, such as fortifications, sensors, obstacles and exercises.

 

1.1.5.3.
Procedures for incident response to acts of terrorism, including coordination of security and law enforcement assets, Weapons of Mass Destruction (WMD) consequence management, and mass casualty/disaster preparedness.  

 

1.1.5.4.
Description of security assets including contract/local hire forces, unit guards and on-call support from the Auxiliary Security Force (ASF) or Naval Reserve Security Forces.

 

1.1.5.5.
AT/FP training and education procedures (Levels I, II, III (Standard 24)).

 

1.1.5.6.
Vulnerabilities and associated countermeasures, installation priorities, host nation coordination/support.

 

1.1.5.7.
In situations of fiscal constraint or other real-world contingencies that prevent implementation of specific standards, a waiver request (enclosure 2) describing the circumstances should be forwarded via the chain of command to the Director, Force Protection Division (N34).

 

1.1.6  STANDARD 6:  Periodic Review of AT/FP Programs

 

1.1.6.1
AT/FP Programs shall be subject to continual evaluation to avoid complacency and to gain benefit of lessons learned from other assessments.  CNO shall insure Echelon 2 commanders review AT/FP Programs under their cognizance at least once every 3 years.  

 

1.1.6.2.
The CNO (N34) shall ensure an IVA is conducted at each activity, installation, unit every 3 years. 

 

  


1.1.6.3
The Joint Staff Integrated Vulnerability Assessment (JSIVA) teams or the Chief of Naval Operations IVA teams will conduct IVAs at commands with 300 or more personnel or those selected by N34.  The assessment will address the broad range of physical threats to personnel and assets and recommend actions to eliminate or reduce identified vulnerabilities.  DIRNAVCRIMINVSERV will schedule CNOIVAs and JSIVAs in coordination with the CNO (N34), Joint Staff (J34) and Unified Commands.  CNO (N34) will also schedule, upon request from Fleet CINC, Force Protection Readiness Reviews (FPRR) for deploying Battle Groups and Amphibious Readiness Groups.

 

1.1.6.4
The CNOIVA teams are normally comprised of a team leader and subject matter experts in the areas of physical security; civil, electrical or structural engineering; special operations; operational readiness; law enforcement and operations; infrastructure; intelligence and counterintelligence and information assurance.

 

1.1.6.5
The CNOIVA will review Naval Security Force staffing standards, procedures, and training; budget; physical security deficiencies, physical security plans, crisis management plans, local threats, and compliance with the Force Protection Standards contained in this document.  The CNOIVA team may also monitor an exercise to determine the efficiency of crisis planning when implemented.  Assessment topics and checklists are available from DIRNAVCRIMINVSERV (NCIS-24). 

 

1.1.6.6
Echelon 2 commanders will ensure that IVAs are conducted at installations with fewer than 300 personnel, and that the CNO Vulnerability Assessment Checklist is used in the process.  CNO (N34) augmentation may be requested. 

 

1.1.6.7.
Commanding officers shall exercise all elements of the installation AT/FP Plan, at a minimum, once annually.  

 

1.1.7  STANDARD 7:
Application of DoD Terrorism Threat Analysis Methodology

 

Commanders shall ensure the use of DoD Terrorism Threat Level classification system to identify the terrorism threat in their area of responsibility.  THREAT LEVELS SHOULD NOT BE CONFUSED WITH THREAT CONDITIONS.  

 

 

1.1.7.1.
The DoD Terrorism Threat Level classification system is a set of standardized terms used to quantify the level of terrorism threat on a country-by-country basis.  The threat level terms are Negligible, Low, Medium, High, and Critical.  The system evaluates the threat using the following threat analysis factors:  Existence of a terrorist group, history, capability, intentions, targeting, and security environment.  Threat levels are estimates with no direct relationship to specific Threat Conditions (THREATCONs).

 

1.1.7.2.
CINCs with geographic responsibilities may also set terrorism threat levels for personnel, units, and installations in countries in their area of responsibility.  All commanders shall use their threat analysis as the basis for developing plans and programs to protect assets, regardless of Area of Responsibility (AOR).  

 

1.1.7.3.
Effective application of the DoD Terrorism Threat Level classification system requires an integrated terrorism threat analysis, incorporating information collection and analysis from all sources, coupled with a thorough understanding of the six threat analysis factors.  Threat analysis factors must be viewed in the context of the specific security environment pertaining to individuals, deployed units, facilities and installations resident in the country being analyzed.  
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Terrorist threat levels do not address when a terrorist attack will occur and do not specify a THREATCON status. 

 

TERRORIST THREAT LEVELS
 

	 


CRITICAL

Factors of Existence, Capability and Targeting must be present.  CRITICAL is differentiated from all other terrorist threat levels because it is the only one in which credible information identifying specific DoD personnel, facilities, assets, or interests as potential targets of attack is present.  Although particular action is not specified, a CRITICAL threat level compels local commanders to take appropriate protective measures

 


HIGH

Factors of Existence, Capability, History and Intentions must be present, but analysts lack specific targeting information.

 

 

 

 


MEDIUM

Factors of Existence, Capability and History must be present.  Threat level MEDIUM and threat level HIGH are similar in that data for the factors Existence, History and Capability exist.

 


LOW

Existence and Capability must be present.  History may or may not be present.

 


NEGLIGIBLE

Existence and Capability may or may not be present.

 


 

1.1.8  STANDARD 8:  Threat Information Analysis

 

Commanders at all levels shall task the appropriate commands, organizations, offices under their command to gather, analyze, and disseminate terrorism threat information as appropriate.  

 

1.1.8.1.
Navy intelligence and counterintelligence elements shall coordinate their activities in support of AT/FP plans and programs through established DoD procedures.  

 

1.1.8.2
Navy “Blue Dart” messages disseminate imminent terrorism threat warnings and outlines commander’s responsibilities upon receipt.  The Navy Blue Dart message is a product of the Naval Antiterrorism Alert Center that may be used by intelligence entities throughout the chain of command to disseminate intelligence indicating that a specific, imminent and credible threat exists.  The Navy Blue Dart supplements and improves on existing messages used to disseminate terrorist threat information.

 

1.1.8.3.
A thorough threat assessment requires the analysis of all available information on terrorist activities.  In addition to identifying information gaps and production requirements, commanders at all levels shall ensure that personnel under their command properly report information on individuals, events, or situations that could pose a threat to the security of DoN/DoD personnel and resources.

 

1.1.8.4.
Local NAVCRIMINVSERV Special Agents will maintain an active liaison with regional and local law enforcement agencies to aid in gathering terrorism threat information. Commanding Officers shall maintain active interface with the local NAVCRIMINVSERV Office.

 

1.1.9  STANDARD 9:  Terrorism Threat Assessment Plan

 

Commanders/Commanding Officers shall ensure the ability to comply with the terrorism threat assessment plan within their area of responsibility and operational authority.  AT/FP programs will be based on assessments of threats and vulnerabilities.  Operational planning will identify, coordinate, allocate, and employ resources to ensure AT/FP measures are developed to provide the appropriate level of protection for all applicable threats.

 

1.1.9.1.
The NAVCRIMINVSERV and/or the appropriate theater counterintelligence element shall develop Terrorism Threat Assessment Plans for their installation, unit or ship.  They will coordinate with local DoD authorities to develop threat assessments and provide them to Commanders/Commanding Officers.

 

1.1.9.2.
Commanders must use all available information to arrive at a judgment of risk and consequences of a terrorist attack.  In addition to the terrorist threat assessment provided by NAVCRIMINVSERV or the theater CI element, Commanders shall examine threat information prepared by the intelligence community, technical information from security and engineering planners and information from all available sources when assessing the overall threat.  This overall threat assessment shall be the basis and justification for recommendations on Force Protection enhancements, program/budget requests, and the establishment of THREATCONs.

 

1.1.9.3
Commanders must use risk management techniques to decide on an appropriate level of protection.  Force Protection is an essentialr included task in all naval operations.  Appropriate measures that reduce risk of terrorist attack will be considered during the planning process. 

 

1.1.9.4.
Commanders will develop and implement a comprehensive AT/FP program designed to accomplish all standards contained in this directive.  Generally, the following should be accomplished:

 

1.1.9.4.1
AT/FP plans, orders, or other implementing guidance should address procedures to collect and analyze threat information and threat capability; assess vulnerability to threat attacks; and implement procedures to enhance AT/FP and procedures for responding to threat incidents.

 

1.1.9.4.2
Plans should be based on risk analysis for the security of assets being protected.  Plans must be affordable, effective, and attainable.  They should tie security measures together and integrate security efforts by assigning responsibilities, establishing procedures.  Subordinate plans must complement each other and ensure requirements at each THREATCON are addressed.

 

1.1.9.4.3
Develop an attack warning system using a set of recognizable alarms and reactions for emergencies.  Commanders will exercise the attack warning system and ensure personnel are trained and proficient in recognition.  In conjunction with the alarm warning system, commanders will conduct drills on emergency evacuations/movements to safe havens.     

 

1.1.9.5
Commanders outside the United States will:

 

1.1.9.5.1
Comply with applicable status-of-forces agreement (SOFA) when planning and executing AT/FP operations.  

 

1.1.9.5.2
Coordinate AT/FP efforts with host nation authorities and the U.S. Country Team.

 

 

 

 

 

 

 

1.1.9.5.3
Coordinate reactions to incidents of a political nature with the U.S. Embassy and the host nation, subject to instructions issued by the combatant command CINC with geographical responsibility.

 

1.1.9.5.4
Coordinate AT/FP plans with the appropriate CINC and U.S. Embassy or Consulate.  Provide copies of AT/FP plans to CINC in accordance with command policies and to the regional secuirty officer (RSO), or other DoS official.

 

1.1.9.5.5
Where practicable, involve host nation security and law enforcement agencies in AT/FP planning and request employment of host nation police forces in response to threat attacks.

 

1.1.9.6
Commanders in the United States will:

 

1.1.9.6.1
Coordinate AT/FP plans and orders with the NAVCRIMINVSERV and the supporting Federal Bureau of Investigation (FBI) office, State, and local law enforcement agencies. 

 

1.1.9.6.2
Through the local NAVCRIMINVSERV Resident Agency, notify the FBI concerning threat incidents occurring at Navy installations, facilities, and activities. 

 

 

1.1.9.6.3
Take action to prevent loss of life and/or mitigate property damage before the FBI response force arrives.  Command of Navy elements will remain in military channels.

 

1.1.9.6.4
If the FBI declines jurisdiction over an incident occurring in an area of exclusive or concurrent Federal jurisdiction, take action to resolve the incident.  In such cases, commanders will request advisory support from the NAVCRIMINVSERV Resident Agency and/or local FBI Office.  

 

1.1.9.6.5.
If the FBI declines jurisdiction over an incident occurring in an area of concurrent or proprietary Federal jurisdiction, coordinate the military response with State and local law enforcement agencies, as appropriate.  In such cases, commanders will request advisory support from the NAVCRIMINVSERV Resident Agency and/or local FBI Office.

 

1.1.10  STANDARD 10:  Threat Information Flow

 

Commanders/Commanding Officers at all levels shall ensure widest dissemination of information pertaining to terrorist threats, or acts of terrorism involving DoD personnel and assets in their AOR.  

 

1.1.10.1.
The pattern of terrorist surveillance, targeting and planning is best recognized through sharing of information.  These efforts shall include the chain of command and the interagency process at the appropriate level. 

 

1.1.10.2.
Commanders shall coordinate with the NAVCRIMINVSERV Special Agent in Charge who will maintain liaison with appropriate government agencies.  NAVCRIMINVSERV offices are located at most naval installations and major fleet staffs.  Through routine investigations, operations, and intelligence sharing, the Supervisory Special Agent will ensure consolidation of timely dissemination of pertinent threat information from all available Federal, local and host nation counterterrorism sources. 

 

1.1.10.3.
The NAVATAC will disseminate as much early warning as possible regarding terrorist threats through the Blue Dart Program.  

 

1.1.10.4.
Commanders should assure an efficient information flow is part of incident and crisis planning including an emergency alerting system to communicate with all installation, tenant units, and ship personnel regarding threats to their safety, implementation of higher Threat Conditions, weather emergencies, etc.  

 

1.1.11  STANDARD 11:
Development of Threat Conditions (THREATCON)

 

Commanders/Commanding Officers shall develop a process based on terrorism threat information and/or guidance from higher headquarters to raise or lower THREATCONs.

 

1.1.11.1.
The THREATCON is the principal means a commander has to apply an operational decision on how to guard against the threat.  Ultimately, it is the commander who must weigh the information and balance increased security measures with the loss of effectiveness during prolonged operations and the accompanying impact on quality of life.

 

1.1.11.2.
THREATCONs are selected assessing the terrorist threat, the capability to penetrate existing physical security systems at an installation, the risk of terrorist attack to which DoD facilities personnel expose themselves, the ability of the installation/unit/ship to carry on with the mission(s) even if attacked, and criticality of DoD missions of assets being protected.

 

1.1.11.3.
THREATCONs can be established by commanders at any level. Subordinate commanders can establish a higher THREATCON if local conditions warrant doing so.  THREATCON measures are mandatory when declared and can be supplemented by additional measures.  The declaration, reduction and cancellation of THREATCONs remain the exclusive responsibility of the commanders issuing the order.

 

1.1.11.4.
Commanders should use Random Antiterrorism Measures (RAM) when Base/ship is in THREATCON ALPHA and above; and during operations to ensure a dynamic force protection posture.  

 

 

 

 

 

 


Threat Conditions
	 

THREATCON NORMAL 

Exists when there is no known threat

	 

THREATCON ALPHA

Exists when there is a general threat of possible terrorist activity against installations and personnel.  The exact nature and extent are unpredictable and circumstances do not justify full implementation of THREATCON BRAVO.  However, it may be necessary to implement selected THREATCON BRAVO measures as a result of intelligence or as a deterrent.  THREATCON ALPHA must be capable of being maintained indefinitely.

	 


THREATCON BRAVO

Exists when an increased and more predictable threat of terrorist activity exists.  The measures in this THREATCON must be capable of being maintained for weeks without causing hardship, affecting operational capabilities or aggravating relations with local authorities.

	 


THREATCON CHARLIE

Exists when an incident occurs or when intelligence is received indicating that some form of terrorist action is imminent.  Implementation of this measure for longer than a short period of time will probably create hardship and affect peacetime activities of a unit and its personnel.

	 


THREATCON DELTA

Exists when a terrorist attack has occurred, or when intelligence indicates that a terrorist action against a specific location is likely.  Normally, this THREATCON is declared as a localized warning.


 

1.1.12  STANDARD 12:
Coordination of THREATCON Measures Implementation

 

Commanders shall ensure THREATCON transition procedures and measures are properly disseminated and implemented by their subordinate commands in accordance with references (a) through (c).  THREATCON measures for installations and ships are contained in reference (c).  Commands that do not

possess an organic security force and require support to implement measures and ensure protection of their forces shall contact the cognizant Navy component commander or geographic CINC for provision of additional protection.  All commands are required to possess the capability of self-defense as required in THREATCONs ALPHA and BRAVO.   

 

1.1.13  STANDARD 13:
Local Terrorism Threat Response Measures

 

Commanders at all levels shall develop unique mission/

location/situational measures or actions for each THREATCON in addition to those required in references (c) and (d).

 

1.1.14  STANDARD 14:  Physical Security Assessment

 

Installation, unit, ship commanders/commanding officers will conduct a physical security assessment of their command at least once every 3 years.  The assessment should consider the identified or projected terrorism threats against a specific locale or installation personnel, facilities or other assets.  The assessment should identify vulnerabilities and solutions for enhanced protection of Navy personnel and resources.  

 

 

1.1.15  STANDARD 15:
Physical Security and Force Protection Plan

 

Commanders at all levels shall develop and implement a physical security/force protection plan that incorporates requirements, policies and procedures for facilities, equipment, regular and auxiliary security forces, service members and civilian unit Level I and Level II training (Standard 24) and other elements of security essential to Force Protection, as part of the overall AT/FP Program.  The Physical Security Plan and AT/FP Plan are one and the same provided that they cover Crisis Management Standard Operating Procedures (Incident Response Plan); THREATCON implementation plan, including a barrier plan; emergency alerting system; and emergency command center procedures.  Where there are multiple commanding officers/commanders located on an installation, the installation commander or host commander is responsible for coordinating the AT/FP plans and efforts for all units on the installation.

 

1.1.15.1
Commanders will prepare threat and vulnerability assessments for their AOR.  Commanders should review all AT/FP Program plans at least annually, or when the terrorism threat level changes.  Developing a comprehensive threat assessment plan is the first step in this process.  From here, threat analysis is continually conducted, resulting in a threat assessment.  This threat assessment forms the basis for the AT/FP Plan and is used to assist in a vulnerability analysis of the targeted facility.

 

1.1.15.2
Commanders will ensure-

 

1.1.15.2.1
The entire spectrum of threat is part of the threat assessment.

 

1.1.15.2.2
The results of threat assessments are disseminated to all affected organizations (e.g., organic, tenant, and supported units).

 

1.1.15.2.3
Threat information prepared by the intelligence community and NAVCRIMINVSERV, technical information from information management, security and engineering planners, and information from other sources is used to prepare their assessments.

 

1.1.15.3
Installation commanders will conduct a comprehensive physical security assessment (Standard 14) of their installations at least once every 3 years.  Additionally, Echelon 2 commanders or Chief of Naval Operations, as appropriate, will conduct vulnerability assessments (Standard 6) of all assigned installations at least once every 3 years. 

 

1.1.15.4.
Threat and vulnerability assessments will serve as the basis and justification for AT/FP Plans,enhancements, program/budget requests, and establishment of THREATCONs.

 

1.1.15.5.
Security against terrorist threats requires an integrated approach.  A well-designed system is capable of detection, assessment, delay, command and control and response.  It should include provisions for the use of structures, equipment, procedures, forces and measures sufficient to achieve the desired level of Force Protection and consequence management.  

 

1.1.16  STANDARD 16:
Physical Security Training and Exercises

 

Commanders at all levels shall exercise their entire AT/FP Plan annually to ensure their command’s AT readiness and capability to detect, deter and/or defend against a terrorist attack.  Exercises also serve to evaluate response efforts and consequence management during and after a terrorist attack.  Additionally, portions of the AT/FP Plan shall be exercised quarterly and during each increase in THREATCON during duty and non-duty hours.  This will ensure that the physical security portion of the AT/FP Program is consistent with local THREATCONs.  Exercises should involve NAVCRIMINVSERV, fire, medical, explosive ordnance disposal, disaster preparedness, and local and/or host nation agencies to the greatest extent possible.  Ensure both the plan and exercises include a set of recognizable alarms for potential emergencies, a method to immediately sound/activate the alarms, and specific reactions to be taken for each alarm.  Commanders will conduct drills sufficient in number to ensure personnel are highly trained and proficient in notification and evacuation.  

 

1.1.17  STANDARD 17:  Baseline Force Protection Posture

 

Commanders at all levels shall routinely review the effectiveness of daily security and force protection measures under the existing THREATCON.  Employment of Navy standards contained in this instruction become more applicable as commanders prepare for and implement response to increases in THREATCON.  However, effective daily command procedures and security operations are the foundation for successful antiterrorism efforts. Special areas of consideration are Mission Essential Vulnerable Areas (MEVAS), access control, patterns of population concentration for both work and social posture, sensitive areas that may be lucrative targets for terrorists and criminals, and Random Antiterrorism Measures (RAM) vs. increasing THREATCON level.  

 

1.1.18  STANDARD 18:
AT/FP Guidance for Off-Installation Housing

 

Commanders should ensure Navy personnel assigned to medium or higher terrorist Threat Level areas who must live off installation are furnished with guidance on the selection of private residences to mitigate risk of terrorist attack.  Coverage of private residential housing in AT/FP plans is required in medium or higher threat areas (list of residences should be included in AT/FP Plans).  Contingencies to provide similar assistance in negligible/low threat overseas should be built into plans in case of a sudden change in threat.  Commanders should refer to Unified CINC guidance in overseas locations.

 

1.1.19  STANDARD 19:
Residential Security Assessments for Off-Installation Housing

 

Commanders in Medium or higher Terrorist Threat Level areas overseas shall conduct security assessments of all off-installation residences of DoD personnel.  Based on assessment results, commanders shall provide AT/FP recommendations to residents and facilities owners, and as appropriate, will recommend to appropriate authority the construction of additional housing on an installation.  Commanders shall refer to specific Unified CINC requirements, as applicable.  For areas where non-CINC-assigned forces are housed, local commanders shall refer to appropriate Navy guidance.

 

1.1.19.1.
In medium or higher threat areas residential security assessments are required as soon as personnel have identified a residence and prior to entering into contract negotiations with landlords or owners for the lease or purchase of a residence. 

 

1.1.19.2.
The off-installation assessment should use similar terrorism threat, risk, and vulnerability criteria as that used to assess the safety and security of occupants on installations housing DoD personnel.

 

1.1.20.  STANDARD 20:
AT/FP Military Construction (MILCON)/Ship Construction (SHIPCON) Considerations

 

Commanders shall ensure all new construction projects are reviewed using SECNAVINST 3300.3; OPNAVINST 3300.53; and the Interim DoD AT/FP Construction Standards criteria.  MILCON guidance shall be modified to include a review of all new construction projects for protection of assets, personnel, or information.  Special emphasis will be placed on the review of projects centered on construction of bachelor quarters, headquarters buildings, schools and other high personnel density structures.  All MILCON/SHIPCON projects shall consider AT/FP requirements in the design phase to include latest security technology improvements as deemed appropriate.

 

1.1.20.1
Developing facilities that provide a safe and secure living and working environment  in potentially hostile areas shall be a  primary consideration in the planning,  programming, and design of Navy facilities.  Analysis conducted during the planning and programming phases will include assessing  potential threats, reviewing design opportunities and constraints, and integrating protective strategies in the facility and its immediate surroundings.  Number references governing threat assessment and security engineering should be closely coordinated with security force agencies.  In addition, if warranted by the assessment, incorporate crime prevention through environmental design methods.

 

1.1.20.2
Installation commanders will ensure construction projects include AT/FP features, such as accessibility, structural hardening, and standoff, where applicable.  All MILCONs, including upgrades, will be coordinated with the security officer and force protection officer.

 

1.1.21  STANDARD 21:
Facility and Site Evaluation/

Selection Criteria 

 

Commanders shall develop a prioritized list of AT/FP factors for site selection teams.  These criteria shall be used to determine if facilities, either currently occupied or under consideration for occupancy by Navy personnel, can adequately protect occupants against a terrorist attack.  Existing sites shall also be reviewed whenever the threat level changes above Negligible/Low.

 

1.1.21.1
Selection criteria shall consist of, but not be limited to, the following force protection and security measures:

 

(1) The primary facilities will show physical security site improvements such as fencing, barriers, perimeter/area lighting, blast mitigation, ballistic glass, electronic security systems, adequate standoff distance, parking distances, and controlled access.

 

(2) Where land acquisition serves a specific purpose, such as standoff distance for protection, the acquisition shall be listed as a force protection component to the primary facilities.

 

(3) Supporting facilities will show Force Protection/security measures site improvements (e.g., fencing, perimeter/area lighting, blast mitigation barriers, berms and landscaping).

 

1.1.21.2.
Circumstances may require the movement of DoD personnel or assets to facilities the U.S. Government has not previously used or surveyed.  Antiterrorism/Force Protection standards shall be a primary consideration in evaluating the suitability of these facilities for use.  Commanders outside the United States shall refer to Unified CINC Standards and requirements, as appropriate.

 

1.1.22  STANDARD 22:
Pre-deployment AT/FP Vulnerability Assessment

 

Commanders shall ensure that deployable units/ships receive a vulnerability assessment prior to deployment.  Additionally, units/ships will certify AT/FP readiness for deployment to their Immediate Superior in Command (ISIC) prior to each deployment that could involve a visit to a foreign port or site.  Commanders shall implement appropriate force protection measures to reduce risk and vulnerability.

 

 

 

 

1.1.22.1.
Commanders shall direct the implementation of AT/FP measures to eliminate/minimize vulnerabilities before, during and after deployment.

 

1.1.22.2.
Pre-deployment force protection readiness reviews assist commanders in updating AOR specific training and planning for required force protection equipment/materials for deployment.  CNO Force Protection Readiness Reviews (FPRR) are available upon request.

 

1.1.23  STANDARD 23:
Designation of Force Protection Officer/Antiterrorism Training Officer (FPO/ATTO)

 

Unit commanders shall ensure that a FPO, responsible to the Commander/Commanding Officer for AT/FP requirements, is assigned in writing at each naval installation, ship, squadron, and unit that owns a perimeter or could be responsible for a perimeter when deployed.  All deployable staffs and staffs who have an operational/exercise planning mission are also required to assign a FPO.  The FPO must have a detailed knowledge of AT/FP programs and must understand how the program applies to his/her unit.  The knowledge factors include but are not limited to Navy Blue Dart Program and dissemination of terorrist threats, DoD Force Protection Standards, IVA process, adequacy of funding for FP, levels of training, Overseas Travel Security, and high risk billet requirements.  In short, the FPO is the subject matter expert on the Navy’s Combating Terrorism Program.

 

1.1.23.1.
The FPO shall ensure that each person within the unit is aware of the terrorism threat, and is trained to employ methods to reduce risk or mitigate the effects of a terrorist attack.  The FPO shall be a commissioned officer, or civilian equivalent (GS-11 or higher), who has completed the minimum required FPO training.  Table 1-1 identifies the type of Level II training that is required for a FPO regardless of the type of unit.  FPOs 

are qualified to present required Level I AT training.  

 

1.1.23.2.
All units not required to have a FPO shall have a trained ATTO designated in writing.  ATTOs shall be an E-6 or higher or equivalent civilian (GS-7) who has completed the minimum required training to conduct Level I AT training.  Commands required to have FPOs should have a trained, designated ATTO to assist the FPO with administering the command’s AT/FP training program.

 

1.1.23.3.
Currently, there are two Courses Of Instruction (COI) identified to certify personnel as either a FPO or ATTO.  The courses include service specific modules and training in methods to obtain specific data for varying geographic areas.  The first course is FPO COI (J-830-0015). Attendance at this 5-day course is required by personnel who have been designated as a FPO.  The second course, ATTO COI (J-830-0010) is a mandatory 2.5 day course required before an individual can be authorized to conduct Level I AT training.

 

1.1.23.4.
Table 1-1 outlines training requirements for the ATTO and FPO.

 

1.1.23.5.
Commanding Officers may designate FPOs based on the following categories and qualifications:

 

(1) Any commissioned officer with a 6490/7490 (security officer) designator who has completed the ATTO COI (J-830-0010).

 

 

(2) All commissioned officers and civilian equivalents (GS-11 or higher) who have completed the Shipboard Security Officer COI within 3 years of filling a role as unit FPO, and completed the ATTO COI.  

 

(3) All commissioned officers and civil service equivalents, GS-11 or higher (GS-080 Series), who have completed either the Navy Security Officer Course at the Joint Law Enforcement Training Center, Lackland AFB or the Naval Physical Security/Law Enforcement Supervisor’s COI within 3 years of serving as a unit FPO, and who has attended the ATTO COI.

 

1.1.24  STANDARD 24:  General Requirement for Antiterrorism                       Awareness Training

 

Commanders/commanding officers shall ensure that assigned personnel, military/DON civilian and adult family members receive the appropriate Level I AT/FP training within 6 months prior to deploying, transferring overseas or traveling outside the United States, its territories and possessions.  This includes deployment, temporary additional duty, permanent change of station, and leave.  Adult family members are defined as someone at least 16 years old or an age/maturity level deemed appropriate by a sponsor/guardian to receive AT/FP training.

 

1.1.24.1.
Each military member and DON civilian employee is an integral part of the AT/FP program and as such shall be responsible for being aware of the current threat and understanding in effect AT/FP procedures.  

 

1.1.24.2
If Threat levels rise above Low in the United States or its territories or possessions, Level I AT/FP training is required to be conducted annually.

 

 

1.1.24.3
Level I training for overseas personnel shall be conducted annually.  

 

1.1.24.4.
Level III training is covered in the Navy Command Leadership Continuum.  Commanders in the grades of O-5/O-6 receive this training in the Prospective Executive Officer/Prospective Commanding Officer training pipelines

 

1.1.24.5.
Level IV AT/FP Training.  Commanders of Carrier Battle Groups/Amphibious Readiness Groups (CVBG/ARG), Regional Commanders and their chiefs of staff/operations officers are required to attend a Level IV AT/FP seminar prior to deployment/assignment.  Commanding Officers of overseas installations are also required to attend a Level IV seminar, preferably before assuming command.  Other target audience members include O-6s to O-8s who are filling a high risk billet or slated to fill a high risk billet and senior leaders who will execute or implement the AT/FP Program.

 

1.1.24.6.
Table 1-1 describes training required by this standard.

 

 

 

 

 

 

 

 

 

 

 

 

 

	 
Level of Training
	 
Target Audience
	 
Minimum Training
Standards

	 
Level I
 
Conducted
within 6 months prior to travel 
	 
Military, DON civilians, and family members deploying or traveling outside the 50 United States, its territories and/or its possessions.
	 
Level I briefing from certified Level II trained ATTO/FPO and view the video “Out of Harm’s Way”
 
Issuance of JS Guide 5260 “Service Member’s Personal Protection Guide:  A Self-Help Handbook for Combating Terrorism” and “Antiterrorism Individual Protective Measures” folding card.  (Local reproduction of both is auth.)
AOR specific briefing

	 
Level II ATTO/FPO
	 
Force Protection Officer:  Commissioned Officer, or civilian equivalent (GS-11 or higher), who are qualified to serve as the AT/FP advisor to the commanding officer and provide Level I instruction.
 
Antiterrorism Training Officer (ATTO): E-6 or higher who can assist the FPO in conducting unit Level I training.  
 
	 
Commanding officers of installations, ships, and units that own or will own a perimeter while deployed are required to ensure their designated FPO attends FPO COI (J-830-0015).  Commanding officers of units other than those described above will ensure they have a non-commissioned officer (E-6 or above) or a commissioned officer designed as ATTO and that they attend the ATTO COI. (J-830-0010)

	 
Level III
	 
O-5/O-6 Commanders
	 
Conducted in PCO/PXO pipelines and Navy Command Leadership school (CLS)  This is a briefing conducted by a qualified instructor using CNO (N34) material.

	 
Level IV
	 
O-6 to O-8 Commanders/civilians selected by Service/CINC/DoD Agency who are responsible for AT/FP Programs or involved in AT/FP policy, planning and execution.   Coordinated and conducted by Joint Staff.  
 
Target audience is CVBG commanders/0-6 staff members, ARG commanders/O-6 staff members, overseas installation commanders, and any flag officer/O-6 in a high-risk billet.
	 
Executive-level seminar providing pertinent current updates, briefings, panel discussion topics.  Seminar will conclude with a tabletop AT/FP war game to facilitate interaction and discussion among participants.


 

 

 

1.1.25  STANDARD 25: Certification of Training

 

1.1.25.1.
All individual AT/FP training shall be certified on a service record Page 13 entry, or civilian equivalent.  Certificate will state, “Antiterrorism awareness training completed for Service member this date.”  Prior to deployment, unit commanding officers will certify to their ISIC that all hands have received Level I and/or specific AOR training as required within 6 months prior to deployment, that ATTO/FPO have been properly trained and assigned in writing and AT/FP plans are current.  Newly reporting personnel and stragglers shall be trained prior to departure.

 

1.1.25.2.
For official travel/leave overseas a statement of training completion is required in remarks section of TAD orders/leave papers.

 

1.1.25.3.
Travel to a Medium or higher Threat Level area requires AT/FP training certification prior to issue of the “Theater Clearance.”  This certification will be included on the clearance request.

 

1.1.25.4.
Personnel stationed overseas shall attend annual Level I training.  Certification will be made per 1.1.25.1.

 

1.1.26  STANDARD 26:
AOR-Specific Training Requirements for All Navy Personnel

 

Commanders shall ensure that all personnel entering any AOR have been provided country-specific information on antiterrorism protection, as appropriate.

 

 

1.1.26.1.
AOR-specific training, if required, will be conducted prior to travel for personnel, including adult family members, going Temporary Additional Duty (TAD)/Leave/

Permanent Change of Station (PCS).  Personnel records should be reviewed to ensure that training was conducted prior to the PCS or TAD transfer.  If training was not conducted, commanders should scheduled this training as soon as possible.  Personnel permanently stationed overseas shall receive general and applicable AOR-specific training annually.

 

1.1.26.2.
Theater clearance authorities will not grant travel authority unless specific training has been verified/accomplished prior to departure from home station to areas with Medium or High Threat Level area.  Upon request, the gaining command will assist in providing country-specific AT/FP information.  Overseas commanders at all levels who receive individuals that are not properly trained will report the deficiency through the chain of command to CNO (N34) and ensure awareness training is completed.

 

1.1.27  STANDARD 27:
Training for Personnel in High Risk Billets

 

Personnel in high risk billets shall receive appropriate AT/FP training prior to assuming duties in that billet.  High-risk billets are reviewed and updated annually by the Director, Antiterrorism and Force Protection Division (N34).

 

1.1.27.1.
A Vice Chief of Naval Operations waiver is required for personnel assigned to a high- risk billet who will not complete the training outlined in their PCS orders. 

 

1.1.27.2.
Unified CINCS have been given substantial AT/FP responsibilities for DoD personnel in their AORs assigned to high-risk billets or as personnel at high risk to terrorism attack.  The listing of high-risk personnel is collated by the Navy.  These individuals are required to receive Individual Terrorism Awareness Course at Ft. Bragg, NC.  In some instances, the training may be extended to include family members. 

 

1.1.28  STANDARD 28:
Training for Hostage and Kidnap Situations

 

Commanders shall ensure naval personnel and dependents assigned to Medium or Higher Threat areas are given guidance, at least annually, on appropriate conduct in the event they are taken hostage or kidnapped.

 

1.1.29  STANDARD 29:
Terrorism Incident Response Plan

 

Installation commanders shall prepare Terrorism Incident Response Plans that encompass all commands/activities on their installation, including assigned forces afloat.  These plans shall include procedures for determining the nature and scope of post-incidence response measures, and plans to reconstitute the installation’s ability to perform AT/FP measures.  This plan shall be included in the installation AT/FP Security Plan. 

 

1.1.29.1.
Response plans should address the full scope of a command’s response to a terrorist incident.  The character of operations underway at the time of the terrorist incident will have significant bearing on the scope, magnitude, and intensity of the response.  

 

1.1.29.2.
Response plans shall include emergency response and disaster planning/consequence management for engineering, security logistics, medical, mass casualty, transportation, personnel administration, and local/host nation support.  In addition, special circumstances imposed by the nature of a terrorist attack may require broader analysis to include higher levels of authority or command.  Response plans shall be specific, tailored for the location of the user and exercised at least annually.  Formal relationships with local authorities to ensure mutual support as required shall be established and memorandums of agreement executed.

 

1.1.30  STANDARD 30:
Inclusion of Off-Installation Personnel in Terrorist Incident Response Plans

 

Commanders shall ensure Terrorism Incident Response Plans contain current residential information for all personnel and their dependents assigned to Medium, High or Critical Terrorism Threat Level areas.  Such plans should provide for enhanced security measures and/or possible evacuation of Navy personnel and their dependents.

 

Commanders in medium or higher Terrorism Threat Level areas may need to include special security arrangements to protect DoD personnel and their dependents living on the civilian economy.  Close coordination with other U.S. Government agencies and the host nation is essential to ensure effective allocation of security resources for protection of DoD personnel.  Refer to Unified CINC requirements for further guidance.
 

1.1.31  STANDARD 31:
Executive Protection and Protective Services

 

Commanders/Commanding Officers shall have measures in place and take necessary action to provide entitled high-ranking officers/officials additional protection, as required.  Local NAVCRIMINVSERV support may be used when necessary to provide appropriate protective service for such individuals in high-risk billets and high risk personnel in their AOR.  Review and revalidation of protective services will occur at least annually through a process coordinated by CNO (N34)and NAVCRIMINVSERV.  

 

1.1.32  STANDARD 32:
Potential Threat of Terrorist Use of Weapons of Mass Destruction

 

NAVCRIMINVSERV shall liaison with Federal and military departments responsible for the establishment of estimates of potential terrorist use of WMD.  The chain of command will immediately report when significant information is obtained identifying organizations with WMD capabilities.  The potentially devastating effects of terrorist use of WMD mandates that organizations conduct a thorough analysis of the threat in their AOR.

 

1.1.33  STANDARD 33:
Vulnerability Assessments for Terrorist Use of WMD

 

CNOIVA and FPRR teams shall address the vulnerability of installations, facilities, ships and personnel to terrorist use of WMD during IVAs.  These assessments will address potential use of chemical, biological or radiological agents and defensive infrastructure and response capability that Commanders/Commanding Officers have developed including emergency alerting, individual protective clothing and equipment, medical response, storage of bulk hazardous material and training of personnel.

 

1.1.34  STANDARD 34:
Mitigation of Terrorist Use of WMD

 

Commanders at all levels should take appropriate measures to protect DON personnel and reduce vulnerability to terrorist use of improvised WMD.  Systems and procedures used in other areas of a comprehensive AT/FP program may also mitigate the use of WMD.  Activities and installations must incorporate means of mitigating the effects of WMD into their AT/FP programs, plans and exercises.  Plans should address contamination avoidance, decontamination, emergency service response and local/host nation support.  Terrorist threat assessments and collection plans should address the essential elements of information of the terrorist capability to acquire and use WMD. 

 

1.1.34.1.
Per OPNAVINST 3300.54, Commanders/

Commanding Officers must consider a comprehensive review of mitigating factors to reduce the loss of life and property resulting from terrorist use of WMD.  This includes actions taken prior to use as well as actions taken subsequent to the attack.

 

1.1.34.2.
Existing doctrine provides useful information that assists in planning for defense against possible use of WMD by terrorists, but it does not address all possible methods or agent types.  To overcome this shortfall, units must expand their planning process and actively seek information on terrorist intent and capabilities in their AOR and available Federal, State and local support in United States and host nation or allied support Outside the United States.

 

1.1.34.3.
Thorough planning by supporting staffs is essential in identifying procedures and resources necessary for detection, warning, and response to terrorist use of MWD.  As part of a unit AT/FP Plan, commanders/

commanding officers shall integrate medical support into the planning process to establish medical support considerations for planning and conducting operations to mitigate the effect of MWD use.  Planning should include specific training and equipment requirements for first responders (police and emergency medical technicians), medical personnel training and equipment requirements at clinics and hospitals, and training requirements for base personnel including exercises and agreements with local/host nation authorities; detection and warning systems; decontamination procedures, and evaluation drills.

 

1.1.35  STANDARD 35:  Vehicle Bomb Standoff Distances

 

To mitigate the effectiveness of a vehicle bomb attack, commanders shall be continually vigilant against allowing vehicle parking near high-density buildings.  Every attempt should be made to establish minimum standoff distances which vary depending on the type of construction, level of protection desired and proximity of perimeter barriers.

 

 

1.1.35.1.
DoD O-2000.12-H states that minimum standoff distances for personnel in a building to mitigate against a 50 pound explosive is 100'; 220 pound explosive is 140'; 500 pound explosive is 200'; and a 1000 pound explosive can be mitigated with a 400' standoff distance.  These are minimal standards.

 

1.1.35.2.
Parking regulations should be strictly enforced.  During THREATCON ALPHA, all high-density buildings should have 50' or more standoff distance.  During THREATCON BRAVO, commanders will achieve a 100-foot or more vehicle stand-off  from high density targets.

 

1.1.35.3.
At THREATCON CHARLIE or DELTA, a 400' standoff distance is required.  Measures should be instituted to deny large vehicles (commercial tractor trailers, delivery trucks, garbage and sewage trucks) access to population centers and soft targets coupled with an aggressive visual inspection program of all other vehicles.  Travel patterns and use of mobile vehicle barriers should be a consideration in AT/FP Plans.

 

 

1.1.35.4.
Where possible, the minimal standoff distances for unofficial vehicles/

containers on piers to 100' CONUS and 400' OCONUS.

 

1.1.35.5.
Commanders/Commanding Officers will consider the use of Fragment Retention Film (FRF) or other blast mitigation techniques on windows in buildings with high population densities and it shall be mandatory in circumstances in which minimal standoff distances cannot be achieved through relocation of parking during higher THREATCONS.  The majority of fatalities and injuries caused during bombing attacks are caused by flying shards of glass.

 

1.1.35.6.
Where the minimum level of protection cannot be provided, Commanders/Commanding Officers must consider a curtailment plan that closes non-essential facilities as the THREATCON increases and a relocation or  evacuation plan must be  considered.

 

 
 
EXCEPTIONS, WAIVERS, AND VARIANCES 

FOR NAVY PRESCRIBED FORCE PROTECTION STANDARDS

 

1.  Commanders must weigh risks involved in complying with the requirements and standards contained in Navy Prescribed Force Protection Standards.  The inability to meet minimum AT/FP Standards and requirements may result in a higher AT/FP Program risk.  All units accepting a higher risk than established through Navy Prescribed FP Standards must implement a deviation program.  The deviation program:

 

a.
Provides a management tool for commanders/commanding officers and those in the chain of command to review and monitor corrective actions.

 

b.
Categorizing Deviation.  Categorize a deviation as either a permanent deviation (exception), temporary deviation (waiver), or a technical deviation (variance)

 

c.
Permanent Deviations (Exceptions).  Request a permanent deviation or exception when a security-threatening condition that cannot be correct exists or when correcting a problem would be cost prohibitive.  Conditions approved as permanent deviations require compensatory measures and have no expiration dates.

 

d.
Temporary Deviations (Waivers).  Units must request a temporary deviation or waiver when a correctable, security-threatening condition exists.  Conditions approved as temporary deviations require compensatory measures.  Grant temporary deviations for no more than 1 year for Critical and High Terrorist Threat areas and no more than 2 years for all other locations.  Consider subsequent requests for temporary deviations as extensions.

 

e.
Technical Deviations (Variances).  Units should request a technical deviation or variance when a condition exists that does not threaten security but technically different from specifications in the directive.  Conditions approved as technical deviations do not require compensatory measures or corrective actions.

 

2.  The CNO (N34) is the approving authority for all deviations to Navy Prescriptive FP Standards.  Requests should be forwarded via the chain of command.

